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ABSTRACT 

         In this work, an efficient steganographic scheme based on Discrete 

Wavelet Transform (DWT) and chaotic systems has been proposed. The 

proposed scheme uses DWT technique to embed the color secret image into 

the color cover image to increase the transparency and robustness. To 

achieve high security, the proposed scheme uses three chaotic systems for 

two purposes: the first purpose is to scramble or encrypt the secret image 

before hiding it into the cover image, this process is done using first chaotic 

system. The second purpose is to randomly select the embedding positions 

in the cover image, this process is done using other two chaotic systems. 

        Simulation results including Peak Signal to Noise Ratio (PSNR), 

correlation, Signal to Noise Ratio (SNR) and embedding capacity 

demonstrate that the proposed system has good performance as compared 

with other existing methods without attack and under different types of 

attacks such as noise and filtering attacks. 

         Fifteen different combinations are used for the three chaotic systems 

used for the encryption and the embedding processes. Experimental results 

show that the combination of chaotic systems that provides the best 

performance includes the use of Logistic maps for the embedding process 

and Arnold cat map for the encryption process for the stego image. The 

PSNR, correlation, SNR and embedding capacity obtained in this case reach 

to 78.1934dB, 0.9999, 67.2753dB and 0.39% respectively when the secret 

image is Baboon of size (32*32) and the cover image is Girl of size 

(512*512). For the extracted secret image, chaotic system set that provide 

the best performance include the use of Arnold cat map for the encryption 
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process. The PSNR, correlation and SNR obtained in this case reach to 

59.4257dB, 1 and 53.8784dB respectively when the secret image is Baboon 

of size (32*32). 

        As compared with other schemes, the proposed scheme achieves gains 

of 7.2432dB for the stego image and 33.0494dB for the extracted secret 

image in PSNR when the secret image is Baboon of size (256*256) and the 

cover image is Lena of size (512*512) without any attack. 
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Introduction 

 

1.1 General  Introduction 

        With the rapid growth of the internet network and computer 

technologies, the security of information becomes more and more essential. 

To ensure the security of sending information, two important techniques 

have been developed to serve this purpose: the first technique is data 

encryption which is called cryptography and the second technique is data 

hiding which is called steganography [1]. 

        Cryptography is the art and the science of transforming the secret data 

to a gibberish form that looks random and meaningless to the attacker. In 

other words, secret message in cryptography is scrambled such that it cannot 

be understood, then the scrambled message is transmitted. Only the intended 

recipient can remove this gibberish and read the secret message. The secret 

message in its readable or original form is called plain text and scrambled 

message is called cipher text. The process of enciphering the contents of the 

secret message to protect it from outsiders is called encryption. The 

retrieving process is called decryption. The encryption and decryption 

processes depend on the key and the ciphering method such that the 

decryption cannot be performed without knowing the proper key. The 

general model for cryptography is shown in Figure (1.1) [2]. 

        Steganography is the art and the science of hiding secret data by 

embedding them within other, secret data could be graphics or sounds. 

Computer files such as [1] Texts [2] Audio files, [3] Videos and [4] Digital 
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images which contain redundant information can be used to hide secret data 

as carriers or covers. A stego object is obtained after embedding a secret 

message into the cover object. The intended recipient can extract or recover 

the secret message using a stego key which is used to control the embedding 

process as well as the extraction process. The general model for 

steganography is shown in Figure (1.2) [1]. 

 

 

 

 

Figure (1.1) General Model for Cryptography 

 

 

 

 

 

Figure (1.2) General Model for Steganography 

        The main difference between cryptography and steganography is: in 

cryptography, the secret message is encrypted and the communication is 

visible, while in steganography, the secret message is hidden and the 

communication is invisible. The communication will be secured if the traffic 

is encrypted, but people will be aware of the information's existence by 

observing the ciphered information although they are incapable of 

understanding the information. The attackers cannot detect the 
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communication because steganography hides the message's existence. Thus, 

it provides a higher level of protection than cryptography [3]. 

1.2 Applications of  Steganography 

       There are number of applications that drive interest in the field of 

steganography: 

 Military utilizations: Military agencies use steganography to hide and 

protect their secret communications. They use spread spectrum and 

modulation technologies in their communication because the discovery of 

a signal with modern techniques may lead to the fast detection of the 

communicating partners even if the graph content was encrypted. 

 Medical utilizations: Information of the patient like tests and imagery 

are put together by hospital and doctors. These information are embedded 

in the image when a radiological test is analyzed by a doctor. The 

possibility of mistaken diagnosis and fraudulence is reduced. When 

embedding extra information into the medical images, extreme attention 

is required for medical image steganography because image quality 

should not be affected by these extra information. 

 Intelligence organizations: Steganographic techniques are studied by 

intelligence organizations and justice, and determining the weakness in 

these techniques so as to be able to discover the hidden messages. 

 Document authentication: Any document may contain hidden 

information, these hidden information may contain a digital signature that 

confirm its authenticity. 
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 Document tracking tools: Hidden information are used to determine the 

legal owner of a document. The document can be tracked to its lawful 

owner if it is leaked or spread to unauthorized sides. 

 Radar systems: The information that is collected by a radar base station 

can be integrated using modern radar systems, avoiding the necessity to 

transmit separate pictures and texts to the recipient's base stations [4]. 

1.3 Chaotic Signals 

       The chaotic signals can be defined as the signals that have properties 

like noise signals but they are absolutely certain. This means if we have the 

drawn function and the initial quantities, the exact amount can be 

reproduced. Chaotic signals refer to the systems that have nonlinear 

behavior. They are distinguished from other signals or sequences that each 

sequence in chaotic system has private characteristics such as sensitivity to 

initial conditions, they have no repeated values in its sequence even if the 

sequence was lengthy and unpredictability is the most powerful 

characteristic in these signals. The direct application of these signals appears 

in traditional digital spread spectrum of telecommunication system. By using 

these signals, the information is spread over a wide range instead of using 

conventional  periodic PN sequences [5]. 

1.4 Literature Survey 

        Lin Jia and Sang-Ho Shin [6] in 2010, presented a data hiding scheme 

for gray scale image in spatial domain. In this scheme, inverse embedding 

techniques with double embedding technologies are used to decrease the 

distortion and increase the embedding capacity of the stego image. The 
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simulation results show that the presented scheme has a good image quality 

and high embedding capacity. 

        Souvik Bhattacharyya et.al [7] in 2011, proposed a new steganographic 

technique to hide information into spatial domain of gray scale image. In this 

approach, bit-plane complexity segmentation and pixel mapping technology 

for image information are used. The embedding planes in the cover image 

are selected by using some mathematical functions, then the pixel mapping 

technology is applied in a (8x8) blocks of each selected plane. These 

techniques produce a stego image with less degradation and independent of 

the information kind to be hidden.     

        Blossom Kaur et.al [8] in 2011, presented a blind steganographic 

approach which depends on Discrete Cosine Transform (DCT) to provide 

higher robustness against image processing attacks. DCT divides the gray 

cover image into three sub bands: low frequency, mid frequency and high 

frequency sub bands. The watermark in this model is embedded in the mid 

frequency sub band. By setting DCT coefficients of the cover image and by 

using secret key, the watermark is embedded. The watermark is extracted by 

using the same secret key and without the need to the original cover image. 

        Saadoon A. Mohammed et.al [9] in 2012, proposed a method to 

transmit and receive a sub image by hiding it within a cover image using 

Discrete Wavelet Transform (DWT). After applying the DWT using 

Daubechies Wavelet on the gray cover image to obtain LL, HL, LH and HH 

sub bands, the sub image is hidden inside the HH sub band of the covered 

image. Then, Inverse Discrete Wavelet Transform (IDWT) is applied to 
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obtain the stego image. The system is evaluated in terms of Mean Square 

Error (MSE).   

         Samer Atawneh and Putra Sumari [10] in 2013, presented a blind 

steganographic technique for gray images based on chaotic map and DWT. 

This technique combines both transform domain and spatial domain. 

Through the work on spatial domain, a coding map is made and 1- level 

DWT is applied to cover image to obtain HL and LL sub bands. Then, the 

created coding map is embedded into the coefficients of HL and LL sub 

bands of the original cover image. The secret image is scrambled by using 

Arnold cat map, then it is embedded in the coefficients of cover image. 

Simulation results show that, the stego image is robust against visual attacks 

and image processing attacks. 

        Manisha Boora and Monika Gambhir [11] in 2013, proposed a blind 

steganographic method that hides a binary image into a gray scale image 

using wavelet domain and Arnold transform. The secret image is first 

scrambled by using Arnold cat map, then 1-level DWT is applied to both 

cover image and scrambled image to obtain LL, HL, LH and HH sub bands. 

The two images are mixed together using alpha blending technique, then 

IDWT is applied to form the stego image. The proposed method achieved 

the demands of a steganographic system in terms of stego image quality and 

embedding capacity. 

        Zaynab N. Abdulhameed and Maher K. Mahmood [12] in 2014, 

proposed a gray image steganography for blind and non- blind system based 

on Contourlet transform and chaotic map. Contourlet transform is used to 

perform the domain to embed a secret message into a cover image to provide 
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big hiding capacity. Modified Arnold cat map is used as a chaotic map for 

increasing the key space and to make the secret message hard to extract by 

the attacker. Secret messages in this system, are multimedia such as image, 

text and speech. Measurements like PSNR, SNR and correlation are used to 

evaluate the system. 

        Shalu Garg and Monika Mathur [13] in 2014, presented a 

steganographic technique for hiding a secret image into a cover image by 

using Fractional Fourier Transform and chaotic map. First, the secret image 

is scrambled by using Arnold transform and a secret key which is only 

known by the sender and the intended recipient. Then, Fractional Fourier 

Transform is taken for both cover image and scrambled secret image to 

separate the two images into real part and imaginary parts, after that 1-level 

DWT is applied to the real parts of both images to extract the detailed 

coefficients (HL, LH and HH) and the approximation (LL) coefficients. 

Alpha blending technique is used to mix the approximation coefficients of 

both images, then IDWT is applied to form the stego image. 

        Debiprasad Bandyopadhyay et.al [14] in 2014, proposed a 

steganographic approach to hide a secret message inside a color image based 

on spatial domain and chaotic map. In this approach, before embedding the 

secret color image in the Least Significant Bit (LSB) of the cover image, the 

secret image is encrypted using Logistic map to increase the security. The 

system has been evaluated in terms of PSNR and image fidelity. 

         Parul et.al [15] in 2014, presented an optimized image steganography 

for color image using chaotic map and DWT. In this method, the secret and 

the cover images are splitted to three layers: R, G and B. Then, DWT is 
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applied to each layer of the cover image to obtain LL, HL, LH and HH sub 

bands. Each layer of secret image is transformed using Arnold cat map to 

increase the security then it is embedded into the HL sub band of RGB of the 

cover image respectively. IDWT is applied to each embedded layer to obtain 

the stego image. 

        Vasanthi J. and Ranjith B. [16] in 2014, proposed a reversible 

steganographic scheme based on lifting wavelet and chaotic map for medical 

images. The  reserving space is used to conceal the secret message in the 

image spectral domain, and the cover image frequency components are 

encrypted using Logistic map except the reserve space. Before hiding the 

secret message, it is encrypted by using RSA asymmetric key to increase the 

security. LSB method is used to conceal the encrypted secret message within 

the reserved space. Simulation results show that, at different embedding 

capacity, minimum errors occur. 

         Amir Houshang and Shahram M. [17] in 2014, proposed a blind 

steganographic approach to embed an audio signal within the edge of color 

image using LSB technique and chaotic map. Logistic map and Piecewise 

nonlinear chaotic map are used in this approach to select the random 

positions for embedding and extraction of the secret audio message. The 

extraction process is done without the need to the original cover image. 

Because of using the chaotic map, the system is robust against salt and 

pepper noise attack.  

        Ghada TH. Talee et.al [18] in 2014, presented a blind steganographic 

technique based on chaotic hybrid scheme to hide an encrypted text inside a 

color image. Initially, the secret text is encrypted using one of substitution 
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encrypted techniques. Then, using chaotic equation, the result is embedded 

within the color cover image. The extraction of the secret text is done 

without the need to the cover image. Measurements like PSNR, NC and 

MSE are computed to show the effectiveness of the proposed technique. 

        As a conclusion, some of the above systems use the chaotic signals for 

encrypting the secret message, and the others use the chaotic signals for 

embedding the secret messages into the cover image. However, none of the 

previous works tried to evaluate the performance of encryption and 

embedding processes for different types of chaotic maps and identify the 

best chaotic map under different operation conditions.  

1.5 Aims of the Work 

       The aims of this work are summarized, as follows: 

1. To propose a robust and secure image steganographic system based on 

chaotic systems and to evaluate the performance of the proposed system 

when using many types of chaotic systems for embedding a color secret 

image into a color cover image and for encrypting a color secret image. 

2. To evaluate the performance of the proposed system under different types 

of attacks using MATLAB simulations. 

1.6 Thesis Layout 

        This thesis is organized in five chapters, as follows: 

Chapter Two: This chapter deals with a theory of steganography. A brief of 

wavelet transform theory and a brief of chaos theory. 

 Chapter Three: This chapter presents the design of the proposed 

steganographic system,  its main idea and main algorithms. 
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Chapter Four: This chapter presents the results obtained from PSNR, SNR 

correlation and histogram tests as well as discussions about these results. 

Chapter Five: This chapter shows the conclusions and some suggestions for 

future works. 
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Theory of Steganography and 

Chaotic Systems 
 

2.1 Introduction 

        This chapter presents the basic concepts of steganographic system, 

definition of steganalysis and its types, the well-known attacks in 

steganographic systems. In addition, it presents an overview to the wavelet 

transform and its characteristics. Finally, it introduces an introduction to 

chaos theory, chaotic signals and their fundamental principles, chaotic 

systems and their main classification. 

2.2 Concepts of Steganographic System 

       This section presents an overview to the steganographic system that 

includes: the basic steganographic system model, the different 

steganographic techniques, the types of steganographic protocols and the 

requirements of steganographic system. 

2.2.1 The Basic Model of Steganographic System 

       The basic terminologies of steganographic system are: 

Cover-object (C): Refers to the original object where the secret message has 

to be hidden or embedded. The cover object could be text, audio, video and 

image files. 

Secret Message (M): Refers to the message that has to be embedded or 

hidden in cover-object. The secret message may be any information encoded 

into binary. 
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Stego-object (S): Refers to the cover object after embedding the secret 

message. 

Stego-key (K): Refers to the secret key that is shared between the sender and 

the recipient to embed and extract the secret message. 

        Most applications of steganography follow one basic model, as 

illustrated in Figure (2.1). In this figure, the sender, sends the secret message 

(M) which is embedded in the cover-object (C) to form the stego-object (S). 

The stego-object (S) is then transmitted over a communication channel, for 

example the internet, to its intended recipient. At the recipient side, the 

process is reversed to reveal the embedded secret message (M) [19].  

 

 

 

 

 

 

 

 

 

Figure (2.1) Basic Steganography Model 

        The stego-key (K) is shared between the sender and the recipient, the 

sender uses the stego-key (K) to embed the secret message, while the 

recipient uses the same key to extract the secret message (M). This operation 
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must be done secretly and carefully to avoid rising suspicion to third party or 

eavesdropper who wants to know the secret message that is shared between 

the sender and the recipient. Without knowledge the stego-key (K), it is 

difficult for eavesdropper to detect and extract the secret message (M) [20]. 

Sometimes eavesdropper can detect the secret message (M) in the stego-

object (S) and determine how the secret message (M) was hidden, but the 

eavesdropper is incapable of extracting the secret message (M). This system 

is called secure steganographic system because the secret message (M) is 

unreadable except if the eavesdropper has the related stego-key (K). For that 

reason, stego-key (K) must be chosen as strong as possible to forbid 

eavesdropper from breaking the steganographic system. If the same key is 

used for embedding and extraction process then the steganographic system is 

symmetric. Else, if  the key used for embedding process is not the same key 

used for extraction process then the steganographic system is asymmetric 

[21]. 

         The original cover in a perfect system, should be indistinguishable 

from the stego-object by both a human as well as a computer searching for 

statistical styles. There is a variety of files that can be used as a cover file in 

steganographic system such as image, text, audio and video files. These 

cover files represent the container of the embedded information, and their 

size may determine the secret information that can be embedded. Cover files 

represent the basic component of  steganographic system [22]. 

        Cover –object (C), secret message (M) and stego-key (K) are mapped 

to the stego-object (S) through a function called embedding function (E). 

𝑬(𝑪, 𝑴, 𝑲) = 𝑺                                                                                 (𝟐. 𝟏) 
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       Stego-object (S) is related to the secret message (M) using the stego-key 

(K) through a mapping function called retrieving function (D) [23]. 

𝑫(𝑺, 𝑲) = 𝑴                                                                                    (𝟐. 𝟐) 

       The steganographic system in Equation (2.2) is called blind system 

because the cover-object (C) is not needed as input for the function D, while 

the steganographic system in Equation (2.3) is called non blind system 

because the cover-object (C) is needed as input for the function D. 

𝑫(𝑺, 𝑲, 𝑪) = 𝑴                                                                                  (𝟐. 𝟑) 

         Depending on the cover –object (C) used, there are three major types 

of steganographic systems as shown in Figure (2.2) [23]. 

 

 

 

 

 

 

 

Figure (2.2) Types of Steganography 

2.2.2 Steganographic Techniques 

       There are many approaches to classify steganographic systems. The 

basic approach is according to the type of cover file used to hide the secret 

message. This approach is based on the modifications applied to the cover 
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file during the embedding process. This approach contains three techniques 

[24]: Least significant bit (LSB) modifications, masking and filtering, and 

transformations. 

 Least Significant Bit (LSB) Modifications: LSB technique is the 

simplest steganographic technique that is used to hide data in cover 

images. This technique embeds the bits of the secret message straight to 

the least significant bits of the cover image. Modification of the least 

significant bit of the cover image does not affect human noticeable 

difference since the amount of the change is small. A suitable cover 

image is necessary to hide a secret message within an image. It is 

essential to use a lossless compression structure because this technique 

uses bits of each pixel within the cover image; otherwise, the secret data 

may get lost in the lossy compression algorithm's transformations. The 

first disadvantage of using LSB technique is that it requires a big cover 

image to generate a usable quantity of hiding space. For example, if the 

size of cover image is (800x600), then this may draw suspicion because 

these images are not frequently used on the internet. The second 

disadvantage is that the secret message will not survive if a lossy 

compression is applied to the cover image. In other words, this technique 

has low robustness against attacks such as filtering, rotation, cropping 

and lossy compression [25]. 

 Masking and Filtering: Masking and filtering techniques take a 

different approach to hide information by generating markings within an 

image, they are generally limited to 24 bits or gray scale images. For 

example, this can be realized by modulating the luminance of parts of  

the cover image. Masking changes the visible characteristics of an image 
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in such a way that the anomalies will not be noticed by the human eye. 

Masking technique is more robust than LSB technique with respect to 

image processing like cropping and compression because it uses visible 

parts of the image. The secret data is hidden in the visible aspects of the 

image rather than in the noise level, which makes this technique more 

proper than LSB technique if a lossy compression such as JPEG 

compression  has been used [24]. 

 Transformations: With the evolution of steganographic systems, it 

has been noticed that embedding data in the transform domain of an 

image is more robust than embedding data in the spatial domain. Today, 

the majority of robust steganographic systems work in transform domain 

[26]. Transform domain techniques hide information in the significant 

parts of the cover image in order to be more robust against attacks such 

as cropping, compression, rotation, scaling and translation. Furthermore, 

they stay imperceptible to the human sensitive system. There are many 

transform domain techniques such as Discrete Cosine Transform (DCT), 

Discrete Fourier Transform (DFT) and Discrete Wavelet Transform 

(DWT). Each coefficient in the transform domain has amount of 

supplemental information which can be added without any effect to the 

perceptual dedication of the data called a perceptual capacity. The 

perceptual capacity of each coefficient can be determined using samples 

for the proper perceptual method or by using simple testing. For the 

majority of the images, these coefficients are the ones identical to the low 

frequencies. Therefore, the secret information are placed in these 

positions because important manipulation with these frequencies will 

devastate the image dedication before the secret information [22]. 



 Chapter Two                                                                          Theory of  Steganography and Chaotic Systems                                           

       
 

17 
 

2.2.3 Types of Steganographic Protocols 

        Basically, there are three main types of protocols used in 

steganographic system: pure steganography, secret key steganography and 

public key steganography. 

 Pure Steganography: A steganographic system that does not require 

the exchange of a stego-key is called pure steganographic system. The 

sender and the recipient can only depend on the presumption that no 

other parties are aware of this secret message. For this reason, this 

method is the least secure to communicate secretly. 

 Secret Key Steganography: A steganographic system that requires 

the exchange of a stego-key before the communication is called secret 

key steganographic system. This method embeds the secret message 

inside a cover –object using a stego-key. Only the person who know the 

the stego-key can reverse the embedding process and extract the secret 

message. 

 Public Key Steganography: A steganographic system that uses 

private and public keys to communicate securely between two parties is 

called public key steganographic system. During the embedding process, 

the sender will use the public key, while the private key will be used by 

the recipient during the extraction process [27].  

2.2.4 Requirements of Steganographic System 

       Steganographic system quality depends on: capacity, robustness, 

transparency and security. 
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 Capacity: It means the amount of information which can be effectively 

inserted within the cover image. If the capacity is high, then large amount 

of information can be hidden [20]. 

 Robustness: Robustness is associated to attacks. If the removal of 

embedded information is difficult to different attacks such as rotation, 

cropping, compression, scaling and noise addition, then the system is said 

to be robust. 

 Transparency: The embedded information should be perceptually 

unrealizable or its existence must not affect the work being saved. In 

other words, the original cover image should not be distorted after 

embedding the secret information [28]. 

 Security: The embedded information should resist robustly the 

decoding and unauthorized revealing. Also, the embedded information 

should  have  the ability to determine the source and intentional recipient 

with low prospect of misconception. An unauthorized deputy should be 

unable to remove the embedded information. Digital signature 

mechanisms and advanced error control marking are necessary to 

guarantee credible and secure communication of the embedded 

information beside authentication of the encrypted message. The factors 

that affect the transmission of embedded information within images are 

extremely complicated. Initially, robustness is necessary and secondly, 

the transparency. Naturally, minimal information can be hidden in the flat 

undistinguished areas of the image. It is potential to blend more 

information inside those parts of the cover image that include more 

textile or about edges, with maintain on the provided edges safety [29]. 
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2.3 Steganalysis 

        Steganalysis is the detection of the presence of hidden information. In 

cryptography, a cryptanalyst utilizes cryptanalysis in an effort to decrypt 

ciphered messages. In steganography, the steganalyst utilizes steganalysis in 

an effort to discover the presence of hidden information and to break the 

protection of its transporters. There are different types of attacks used by the 

steganalyst : 

 Stego-only attack: In this attack, the steganalyst has only the stego-

object to analysis. 

 Known cover attack: In this attack, the steganalyst compares between 

the original cover-object and the stego-object and samples variations are 

discovered. 

 Known message attack: This attack is the analysis of known samples 

that match to the hidden information which may be useful in the future 

for attacks on that system. This attack may be very complex even with 

the existence of the message and it is considered the same as the stego-

only attack. 

 Chosen stego attack: The steganalyst knows the stego-object and 

steganography instrument or steganography algorithm. For example, the 

hidden information, the stego-object and the software are identified. 

 Chosen message attack: In this attack, a stego-object is produced by the 

steganalyst from some steganography algorithm of a chosen message. 

The aim of this attack is to find out the equivalent samples within the 

stego-object that might indicate to the use of particular steganography 

algorithms. 
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 Known stego attack: The steganalyst knows the steganography 

instrument or steganography algorithm and both the original cover-object 

and the stego-object are existing for analysis [30]. 

2.3.1 Attacker Aims 

        The attacker aims can be summarized, as follows: 

 Detecting the presence of embedded information in the stego-object. 

 Extracting the embedded information from the stego-object. 

 Destroying the embedded information. 

 Embedding another information like counter-information over the present 

embedded information [31]. 

2.3.2 Attacker Types 

       There are three general types of attackers that can be noted in 

steganographic system which are: passive attacker, active attacker and 

malicious attacker. 

 Passive attacker: A passive attacker or a passive warden is the 

warden who is limited from modulating the contents of stego files 

throughout the communication operation. Passive attacker can only 

watch the communication between the sender and the recipient without 

any intervention. The passive attacker has only the prerogatives to allow 

or forbid the transmission of the message. If the attacker doubts that there 

is a secret communication between two parties, then the communication 

will be obstructed. Steganography with passive attacker is obviously 

clarified in the (prisoners' problem). In this problem, the sender called 

Alice and the recipient called Bob are thrown in jail. They intend to 
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improve an elopement plan, but a third party or a warden called Wendy 

arbitrates their secret communication. Wendy will send Alice and Bob to 

a high security jail if she suspects that they communicate invisibly. Alice 

and Bob succeed if they can transmit information to each other without 

raising Wendy's suspicion. The majority of steganography research is 

interested with such kind of attacks because the warden cannot intervene 

the stego file in any way [21]. 

 Active attacker: An active attacker is the warden who has the ability 

to modulate the contents of stego files throughout the communication 

operation. In active attack, the warden is able to alter the stego files and 

insert distortion throughout the communication operation to prohibit 

secret communication. The active warden can take and modulate the 

stego file which is transmitted from Alice to Bob, then sends this 

modulated file to Bob. Also, the warden can destroy the secret 

information that may be existing by adding random noise to the 

transferred stego file. Robust systems are steganographic systems which 

repel such kind of attacks and maintain the readability of secret 

information at the recipient side [32]. 

 Malicious attacker: A malicious attacker is the warden who can act 

as one of the communication members throughout the communication 

operation. In this attack, the warden can fake the messages or he might 

attempt to delete the hidden message, the warden tricks the 

communication partners by pretending as if he is one of them. In 

malicious attack, the warden can send his message to one of the 

communicating parties as if it was sent by the other communicating 

parties. The malicious attack is the most complicated and exceptional 
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among the three previous attacks because the attacker must know the 

shared stego file between the communication partners and the sender's 

encryption key. This attack is considered rarely in steganography 

applications because it is hard to apply and easy to discover by the 

existing recipient [22]. 

2.3.3 Types of Attacks 

        The well-known attacks in steganographic system are: compression 

attack,  noise attack,  filtering attack and geometrical attack. 

 Compression attack: JPEG compression is one of the well-known 

attacks, JPEG means Joint Photographic Experts Group. This attack will 

cause distortion to the stego image. 

 Noise attack: The stego image can be distorted by adding various 

kinds of noises. Examples of such noises are: Gaussian noise, salt and 

pepper noise, Poisson noise and speckle noise. 

 Filtering attack: Low pass filtering, median filtering, Gaussian 

filtering, sharpening filtering, wiener filtering and blurring filtering are 

examples of filtering attacks on the stego image. 

 Geometrical attack: Rotation, cropping, scaling and translation are 

examples of geometrical attacks on the stego image [33-35]. 

2.4 Image Analysis 

        In this section, some basic points in the field of image analysis will be 

discussed. 
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2.4.1 Image Resizing 

        Image resizing is the process of changing the size of an image in order 

to enlarge or reduce the image size. For this reason, interpolation 

applications can be used. Interpolation is the process that used known data 

for speculation values at unknown positions. There are three techniques used 

for interpolation process: the first technique is called nearest neighbor 

interpolation, this technique specifies to each new position the density of its 

nearest neighbor in the original image. The second technique is called 

bilinear interpolation, this technique utilizes the four nearest neighbors to 

appreciate the density at a given position. The third technique is called 

bicubic interpolation, this technique includes the sixteen nearest neighbors 

of a point. Bicubic interpolation does a better work than other two 

techniques [36]. Figure (2.3) shows Lena image with different sizes. 

2.4.2 Image Histogram 

       The image histogram represents the proportional frequency of  

appearance of the different gray scales in the image. In other words, the 

image histogram is a schedule that displays the distribution of densities in 

the image. The histogram function procedure of the image generates this plot  

by signaling 𝒏𝒌  equally diverging bins, each symbolizing a domain of 

information values. Then, it counts the number of pixels in each domain. 

Figure (2.4) shows the image of cameraman and its histogram. The 

distribution of gray level for the image can be acquired by using the format 

of histogram prospect P(L). 

𝑷(𝑳) = 𝑵(𝑳) / 𝑵                                                                              (𝟐. 𝟒) 
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where N means the number of image pixels and N(L) means the pixels 

number at gray level L [37]. 

 

 

 

Figure (2.4): (a) Cameraman image , (b) Its histogram 

2.4.3 Image Fusion 

        The process that merges two or more images in a single image keeping 

the significant properties from each of the original images is called image 

fusion. Predominantly, image fusion is desired for images obtained from 

various tool forms or capture technologies of the same subjects. Significant 

applications of image fusion contain microscopic imaging, medical imaging, 

remote sensing and robotics. Wavelet transform fusion is the most popular 

sort of transform image fusion. A known fusion rule is used to combine the 

transformed images in the transform domain, the fused image is obtained by 

transforming back to spatial domain. The fusion rule ϕ with the wavelet 
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transforms ω of the two recorded input images Iı and I2 is formally 

considered to define wavelet transform fusion, then the fused image I is 

generated by calculating the inverse wavelet transform ωˉ¹. 

𝑰 = 𝝎ˉ¹(𝝓(𝝎(𝑰𝟏), 𝝎(𝑰𝟐)))                                                             (𝟐. 𝟓) 

        Figure (2.5) explains this process. where  I is the fused image, ϕ is the 

fusion rule, ω is the wavelet transform, ωˉ¹ is the inverse wavelet 

transform,  I1 and I2 are the input images [38]. 

 

 

 

 

 

 

Figure (2.5) Fusion of the wavelet transforms of two images 

2.5 Wavelet Transform 

        Fourier analysis is very useful for many signals because the frequency 

content of the signal is very important. But Fourier analysis suffers from a 

significant weakness since time information will be lost when transforming 

to frequency domain. This drawback isn't significant for stationary signals 

which do not change over the time. But for nonstationary signals which 

contain transient characteristics such as trends, drift and abrupt 

modifications, Fourier transform is not suitable to reveal these important 

characteristics [39]. 
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coefficients 
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        Wavelet Analysis or wavelet transform decomposes the signal to 

groups of scales or frequency bands. The basic functions in this transform 

are called wavelets. They are similar to each other, changing only by 

translation or stretching. A multiresolution decomposition can be identified 

using wavelet transform. In the  multiresolution decomposition, the signal is 

decomposed into two parts: a high frequency components and low frequency 

components. The high frequency components represent the detail 

information like sharp edges while the low frequency components represent 

the identity of the signal or they represent another smoothed version of the 

original signal. This decomposition process can be repeated, in each time the 

low frequency components are decomposed in turn to obtain low and high 

frequency components. The detail information can be generated using a high 

pass filter, while the generation of low frequency components is obtained 

using a low pass filter. In the same way, the original signal can be 

reconstructed. Many types of wavelet transform can be found based on the 

application.  Continuous Wavelet Transform (CWT) is used to represent a 

continuous input signal, for these signals, the scale and time parameters are 

continuous [40]. 

2.5.1 Discrete Wavelet Transform 

        Discrete Wavelet Transform (DWT) is useful to analyze non stationary 

signals. For one dimensional signal, the signal is decomposed using DWT 

into high frequency and low frequency parts. The signal's edge components  

are defined in the high frequency part (details). To obtain another level of 

decomposition, low frequency part which is called the approximation can be 

decomposed again into low and high frequency parts. This process is 

continued until the wanted number of levels determined by an application 
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are obtained [11]. The original signal can be reconstructed from its DWT 

coefficients through process called Inverse Discrete Wavelet Transform 

(IDWT), as shown in the following equations[41]:  

𝒀𝒍𝒐𝒘[𝒌] = ∑ 𝒙[𝒏]. 𝒉[𝟐𝒌 − 𝒏]                                                      (𝟐. 𝟔)

𝒏

 

𝒀𝒉𝒊𝒈𝒉[𝒌] = ∑ 𝒙[𝒏]. 𝒈[𝟐𝒌 − 𝒏]                                                   (𝟐. 𝟕)

𝒏

 

where x[n] is the original signal to be decomposed, h[k] represents the half 

band low pass filter, while g[k] represents the half band high pass filter. 

𝒀𝒍𝒐𝒘[𝒌] and 𝒀𝒉𝒊𝒈𝒉[𝒌] are the outputs of low pass and high pass filters 

respectively after down sampling by 2. 

       The signal x[n] can be reconstructed from its DWT coefficients, as 

shown in the following equation:  

𝒙[𝒏] = ∑ (

∞

𝒌=−∞

𝒀𝒍𝒐𝒘[𝒌]. 𝒉[𝟐𝒌 − 𝒏]) + (𝒀𝒉𝒊𝒈𝒉[𝒌]. 𝒈[𝟐𝒌 − 𝒏])              (𝟐. 𝟖)   

         Haar wavelet transform is the first and the simplest wavelet transform. 

It consists of a sequence of high pass filters and low pass filters which are 

known as a filter bank. An averaging process between two pixels is 

performed using low pass filter to obtain the approximation coefficients 

(𝑨𝒊), as shown in Equation (2.9), and a differencing process between the 

same two pixels is performed using high pass filter to obtain the details 

coefficients (𝑫𝒊) , as shown in Equation (2.10) [42]. 
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𝑨𝒊 =
𝟏

𝟐
(𝑷𝟐𝒊−𝟏 + 𝑷𝟐𝒊)                                                                       (𝟐. 𝟗) 

𝑫𝒊 =
𝟏

𝟐
(𝑷𝟐𝒊−𝟏 − 𝑷𝟐𝒊)                                                                     (𝟐. 𝟏𝟎)                                                                 

where 𝑷𝒊 represents the i-th pixel value of the input spatial domain signal. 

2.5.2 Two Dimensional Discrete Wavelet Transform 

        Actually, two dimensional discrete wavelet transform is a one 

dimensional DWT for a two dimensional signal like images. First, DWT is 

applied in the vertical direction of an image, then it is followed by DWT in 

the horizontal direction. There are four sub bands after the first level of 

decomposition: LL1, HL1, LH1 and HH1. The LL sub bands of the previous 

level is used as an input for each successive level of decomposition, the 

DWT is applied to the LL1 sub band to obtain a second level of 

decomposition. LL2, HL2, LH2 and HH2 are the four sub bands after the 

second level of decomposition. This process is shown in Figure (2.6) [15].       

The LL sub band can be further decomposed until reaching the final N scale. 

The decomposition process (DWT) and the reconstruction process (IDWT) 

of 1-level 2D-DWT of an image are explained in Figures (2.7) and (2.8) 

respectively [11].  

 

 

 

 

 

LL1 HL1 

LH1 HH1 

HL2 

LH2 HH2 

HL1 

LH1 HH1 

(a) (b) 

Figure (2.6): (a) 1-level 2D-DWT representation of an image , (b) 2-level 

2D-DWT representation of an image 

LL2 
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Figure (2.7) Decomposition process of 1-level 2D-DWT of an image 

     

  

            

 

 

 

 

 

 

 

 

Figure (2.8) Reconstruction process of 1-level 2D-DWT of an image 
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         Different information about the image is provided in each sub band. 

The approximation LL sub band (Low-Low) holds the important part of the 

spatial domain information of the image. The other sub bands: HL (High-

Low), LH (Low-High) and HH (High-High) hold the detailed information of 

the image like edge details [10].           

 2.6 Chaos Theory 

        Chaos theory can be defined as a mathematical physics which was 

developed in 1963 by Edward Lorenz. It is an analogously stochastic and 

deterministic operation that appears in a dynamical nonlinear system. The 

behavior of systems that look random and unpredictable but follow 

deterministic laws or dynamical systems that have sensitivity to initial 

conditions is studied by this theory. One of the main characteristics of 

chaotic signals is sensitive dependence on initial conditions. In many 

applications, this characteristic is exploited such as forecast of seizures and 

weather forecast. Recently, chaos has been used in steganography to 

increase security. Several approaches have been worked to make use of the 

properties of chaotic systems to scramble their hidden messages or to choose 

the pixels which can be used to embed their hidden messages [14]. 

        The fundamental principles of chaotic signals are listed below: 

 Sensitivity to the initial conditions: Which means after many iterations, 

a small change in the primary values will lead to a significant difference 

in the produced behavior. 

 Apparently accidental property: Which means in other systems, the 

range of the numbers cannot be produced again in comparison with 

chaotic systems. The techniques used for generating the accidental 
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numbers in chaotic systems, can produce these numbers again if the 

drawn function and the initial quantities are found. 

 Deterministic: Which means if the drawn function and the initial 

quantities are found, the set of numbers which seemingly has no system 

or order can be produced and reproduced [43]. 

2.7 Chaotic Systems 

        Chaotic systems are dynamical systems that have equations change 

over time. These equations are either continuous differential equations or 

discrete difference equations. Differential equations are called flows, while 

difference equations are called maps. According to this classification, there 

are two types of chaotic systems: chaotic flows and chaotic maps [44].        

These chaotic systems, can be represented either in time domain or in phase 

space. The representation in time domain is called time series which can be 

obtained by plotting the amplitude of chaotic signal versus time. The 

representation in phase space is called strange attractor which can be 

obtained by plotting two of system's state variables versus each other such as 

X versus Y or X versus Z. The system's state variables are obtained by 

taking the first or the second derivative of the time series or sometimes they 

can be obtained by taking a combination of those [45]. 

2.7.1 Chaotic Flows 

       Chaotic flow system is represented in continuous time. Therefore, the 

chaotic signal is derived from a differential equation, as follows: 

�̇� = 𝒈(𝒙, 𝒕)        ,          𝒙(𝒕𝟎) = 𝒙𝟎                                               (𝟐. 𝟏𝟏) 
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where �̇�  is the state vector of the system at time 𝒕  and 𝒈  is the set of 

differential equations that control the dynamical system [46]. Some of the 

well-known chaotic flows are: Lorenz system, Rössler system, Chen system 

and Chua system [47]. The strange attractor of chaotic flow systems is 

characterized by a special dynamic which is called a trajectory. For chaotic 

flow, this trajectory has some main properties such as continuity nature and 

smoothness [48]. 

2.7.2 Chaotic Maps 

       Chaotic map system is represented in discrete time. Therefore, the 

chaotic signal is derived from a difference equation, as follows: 

𝒙𝒌 = 𝒈(𝒙𝒌−𝟏)                                                                                 (𝟐. 𝟏𝟐) 

where 𝒙𝒌 is the state vector and 𝒈 is the iterative function which is known as 

chaotic map [46]. Some of the well-known chaotic maps are: Logistic map, 

Henon map, Tent map, Baker map, Arnold cat map and Standard map [47].         

Chaotic map systems are characterized by a special dynamic which is called 

orbit. In a comparison with trajectory of chaotic flow systems, this orbit has 

some main properties such as discontinuity nature and non-smoothness [48]. 

2.8 Spatial Characteristics of Chaotic Systems 

 Dynamic instability: It is the sensitivity to initial conditions which is 

known as butterfly effect. In this characteristic, significantly divergent 

and various trajectories are evolved with two closed arbitrarily initial 

conditions 
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 Mixing: This characteristic means that the chaotic system is evolved in 

time such that any other given region is always overlapped or 

transformed with any given region of states. 

 Ergodicity: Similar outcomes are given for statistical measurements of 

the variables, no matter if these measurements are computed in time or 

space. The dynamical system or chaotic system when measured in time 

or space, gives similar statistics. 

 Aperiodicity: The chaotic system never repeats itself in an orbit, this 

means that these orbits are non-periodic. 

 Self-similarity: Over time or space, the evolution of the chaotic system 

gives the same appearance at various scales of observation. This property 

makes the chaotic system looks auto repetitive at various scales of 

observation. 

 Sensitivity to control parameters: Chaotic systems are very sensitive to 

the change of the control parameters. Different dynamics in the chaotic 

system can be produced depending on these parameters. The variation in 

the system's dynamics because of the change in the values of control 

parameters is called bifurcation [46]. 

2.9 Statistical Properties of Some Selected Chaotic Systems  

2.9.1 Logistic Map 

        Logistic map is a one dimensional chaotic map, it is one of the popular 

and simplest chaotic maps used for generating a randomness sequence. It has 

the following nonlinear difference equations: 

𝒙𝒏+𝟏 = 𝒓𝒙𝒏(𝟏 − 𝒙𝒏)                                                                     (𝟐. 𝟏𝟑) 

𝒙𝒏+𝟏 = 𝟏 − 𝟐𝒙𝒏
𝟐                                                                              (𝟐. 𝟏𝟒) 
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        The first equation is based on two significant parameters: initial 

condition X0 and control parameter r, where n is the state number and X0, 

the initial value, is a number in the interval [0,1]. The second equation is 

based on initial condition X0, it is a number in the interval [-1,1]. Maximum 

randomness is achieved when the control parameter r is in the interval 

[3.57,4]. This parameter will divide the signal into three various intervals to 

give three various chaotic behaviors [5,49]. Assuming that X0 =0.6: 

 If the control parameter r is in the interval [0,3], then the signal behaves 

chaotically in the first iterations, and it becomes stable after the last 

iterations, as shown in Figure (2.9a).  

 If the control parameter r is in the interval [3,3.57], then the signal 

behaves chaotically in the first iterations, after that the signal will vary 

between two stable values, as shown in Figure (2.9b). 

 If the control parameter r is in the interval [3.57,4], then the signal 

behaves completely chaotic, as shown in Figure (2.9c) [43]. The 

representation of Logistic map in both time domain and phase space is 

shown in Figure (2.10). 

2.9.2 Tent Map 

        Tent map is a one dimensional chaotic map. Tent map is Piecewise 

linear chaotic map and has an advantage over the Logistic map that its 

calculations are dramatically simplified. Tent map in mathematics, is an 

iterated function. On the real line, this chaotic map takes the point Xn and 

maps it to another point. Tent map has the following difference equations: 
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𝒙𝒏+𝟏 = 𝒓𝒙𝒏                   𝒇𝒐𝒓 𝟎 ≤ 𝒙𝒏 < 𝟎. 𝟓 

𝒙𝒏+𝟏 = 𝒓(𝟏 − 𝒙𝒏)       𝒇𝒐𝒓 𝟎. 𝟓 ≤ 𝒙𝒏 ≤ 𝟏              

 

Figure (2.10): (a) The time series of Logistic map, (b) The strange 

attractor of Logistic map 

where r is a positive real number in the range [0,2]. A range of dynamical 

behavior is demonstrated by Tent map based on the value of r, this 

(2.15) 

(a) r=2.8 (b) r=3.2 

(c) r=3.8 

Figure (2.9) Logistic map's chaotic behavior with 50 iterations: (a) r ∈ [0,3], 

(b) r ∈ [3,3.57], (c) r ∈ [3.57,4] 

(a) (b) 
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dynamical behavior ranges from predictable behavior to chaotic behavior. 

The representation of Tent map in both time domain and phase space is 

shown in Figure (2.11) [50,51] 

 

 

2.9.3 Cubic Map 

        Cubic map is a one dimensional chaotic map. The cubic map has the 

following difference equation: 

𝒙𝒏+𝟏 = 𝑨𝑿𝒏(𝟏 − 𝒙𝒏
𝟐)                                                                    (𝟐. 𝟏𝟔) 

where A is the control parameter. In order to be chaotic, the value of A must 

be equal to 3. The time series and the strange attractor of Cubic map are 

shown in Figure (2.12) [48]. 

 

Figure (2.12): (a) The time series of Cubic map, (b) The strange  

(a) (b) 

(a) (b) 

Figure (2.11): (a) The time series of Tent map, (b) The strange attractor 

of Tent map 

Figure (2.12): (a) The time series of Cubic map, (b) The strange 

attractor of Cubic map 
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2.9.4 Henon Map 

        Henon map is a two dimensional chaotic map. It depends on two 

variables: X and Y. Henon map has the following differene equations: 

𝒙𝒏+𝟏 = 𝟏 − 𝒂𝒙𝒏
𝟐 + 𝒚𝒏                                                                   (𝟐. 𝟏𝟕) 

𝒚𝒏+𝟏 = 𝒃𝒙𝒏                                                                                           (𝟐. 𝟏𝟖) 

where a and b are the control parameters, depending on the choice of these 

two parameters, the chaotic and periodic attractors can be found. A broad 

spectrum of nonlinear behavior is displayed by this chaotic map like a 

strange attractor. In order to generate iterations of chaotic sequence, the 

value of a and b must be 1.4 and 0.3 respectively. The representation of 

Henon map as time series and as strange attractor is shown in Figure (2.13) 

[52]. 

 

 

(a) (b) 

(c) 

Figure (2.13): (a) The time series of x(n) of Henon map, (b) The time 

series of y(n) of Henon map (c) The strange attractor of Henon map 



 Chapter Two                                                                          Theory of  Steganography and Chaotic Systems                                           

       
 

38 
 

2.9.5 Arnold Cat Map     

        In 1960, Vladimir Arnold was the first who proposed a chaotic map 

called Arnold cat map. It is a two dimensional chaotic map. When this 

chaotic map is applied to a digital image, the pixels of the image will be 

scrambled and the image looks noisy or imperceptible. Arnold cat map has a 

period P, the original image will reappear if this period is iterated n numbers 

of times. Arnold cat map or sometimes it is called Arnold transform has the 

following equation: 

𝒙𝒏+𝟏      𝒙𝒏 

𝒚𝒏+𝟏                                             𝒚𝒏 

 

where (N*N) is the size of the image, (Xn,Yn) is the pixel location in the 

original image, (Xn+1,Yn+1) is the new pixel location in the scrambled 

image after the Arnold transformation. Using Arnold cat map, the iteration 

of pixel location in the image will result in scrambling the pixel location, 

which means that the image is encrypted. In this scrambling process, only 

the pixels locations are changed not their values [53].  

2.9.6 Lorenz System 

        Edward Lorenz was the first who proposed the equations of Lorenz 

system in 1963. It is a three dimensional chaotic system. Over many years, 

Lorenz system has been well understood and revisited by several 

researchers. This system consists of three nonlinear differential equations, as 

shown: 

 

= 

1     2 

1      1 
𝑴𝒐𝒅 𝑵                                                     (𝟐. 𝟏𝟗) 
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�̇� = 𝝈(𝒚 − 𝒙) 

�̇� = 𝒓𝒙 − 𝒚 − 𝒙𝒛                                                                            (𝟐. 𝟐𝟎) 

�̇� = 𝒙𝒚 − 𝒃𝒛 

where 𝝈, r and b are the control parameters of the system, these parameters 

are constant and positive [45]. The values of these parameters are (10, 28, 

8/3) respectively. The structure of Lorenz system is very complicated 

because it has more variables and more parameters than any other systems. 

Based on the values of control parameters, Lorenz system exhibits two 

nonlinearities planes: the XY plane and the XZ plane. The 3D plot of Lorenz 

attractor is shown in Figure (2.14). A trajectory in phase space is visualized 

as strange attractor when X dimension is plotted versus Z dimension. This 

trajectory is known as butterfly wing pattern. The XY, XZ and YZ strange 

attractors of Lorenz system are shown in Figure (2.15), while the time series 

of Lorenz system is shown in Figure (2.16) [52]. 

Figure (2.14) 3D Plot of Lorenz attractor 
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(a) (b) 

(c)  

(c) 

Figure (2.15): (a) XY attractor, (b) XZ attractor, (c) YZ attractor of Lorenz 

system 

(a) (b) 

(a) (b) 

Figure (2.16): (a) The X time series, (b) The Y time series, (c) The Z time 

series of Lorenz system 
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2.9.7 Rössler System 

        Rössler system is a three dimensional chaotic system that was designed 

by Otto Rössler in 1970. It is another example of continuous time systems. 

Rössler system has three nonlinear differential equations, as shown: 

�̇� = −𝒚 − 𝒛 

�̇� = 𝒙 + 𝒂𝒚                                                                                      (𝟐. 𝟐𝟏) 

�̇� = 𝒃 + 𝒛(𝒙 − 𝒄) 

where a, b and c are the control parameters of the system, they are constant 

and positive. Although Lorenz and Rössler chaotic systems are three 

dimensional systems and in total they share the same number of parameters, 

Rössler system is simpler than Lorenz system. In order to be chaotic, the 

values of  a, b, c should be (0.2, 0.2, 5.7) respectively. Figure (2.17) shows 

the 3D plot of Rössler attractor [44,54]. 

Figure (2.17) 3D plot of Rössler attractor 

          In a comparison with Lorenz system, Rössler system has only one 

nonlinear term which is the XZ term, while Lorenz system has two nonlinear 

terms which are the XY and the XZ terms. The XY, XZ and YZ strange 
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attractors of Rössler system are shown in Figure (2.18), while the time series 

of Rössler system is shown in Figure (2.19) [45]. 

 (c) 

(b) (a) 

(a) (b) 

Figure (2.18): (a) XY attractor, (b) XZ attractor, (c) YZ attractor of Rössler 

system 

(c) 

Figure (2.19): (a) The X time series, (b) The Y time series, (c) The Z time 

series of Rössler system 
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The Design of the Proposed 

Steganographic System 

 

3.1 Introduction 

         The main requirements of efficient steganographic system are 

transparency, robustness and security. The proposed system presented in this 

chapter is designed to achieve these requirements, as follows: to increase the 

transparency and robustness, the proposed system uses the transform domain 

technique which is the wavelet domain technique to embed the color secret 

image into the color cover image. To achieve high security, the proposed 

system uses the chaotic systems for two purposes: the first is to scramble or 

encrypt the secret color image before hiding it into the color cover image. 

The second is to randomly select the embedding positions in the cover 

image. 

        The proposed system is based on wavelet based fusion. In this method, 

the secret image and the cover image are decomposed using wavelet 

transform, then they are merged into a single image which is the stego 

image. 2D-DWT is applied to each layer (red, green and blue) separately of 

secret image as well as the cover image since they are color images.         

Before embedding the secret image into cover image, it is scrambled by 

using chaotic signals for each layer of secret image (red, green and blue) 

separately. Then, 2D-DWT is applied to each encrypted layer, after that it is 

embedded into the cover image. The proposed steganographic system is a 
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blind system because the original cover image is not needed to extract the 

secret image at the recipient side. 

3.2 The General Model of the Proposed System 

       The general model of the proposed system consists of two parts: sender 

part and recipient part. 

3.2.1 The Sender Part 

        In order to achieve the main aim of steganography, the sending process 

in the proposed system contains many stages and algorithms. Figure (3.1) 

shows the general model of the proposed system and its main stages at the 

sender side, each stage will be briefly discussed. The flow chart of the 

proposed system at the sender side is shown in Figure (3.2). 

 

 

         

 

 

 

2-level 

DWT 

Embedding process 

using ch1 and ch2 

Cover image 

Secret image 

Encryption 

process 

using ch3 

1-level 

DWT 

IDWT 

Stego image 

Figure (3.1) The general model of the proposed system at the sender side 
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Figure (3.2) The flow chart of the proposed system at the sender side 
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3.2.1.1 Wavelet Transform of the Cover Image     

        The cover image of size (512x512) in the proposed system is 

decomposed up to 2 levels using wavelet transform, this process is done by 

using Haar filter. The cover image (Lena image) decomposition up to 2 

levels is shown in Figure (3.3). 

 

Figure (3.3): (a) Cover image, (b) 1-level DWT, (c) 2-level DWT,(d) 2-

level representation of the cover image 

         From Figure (3.3), it is clear that, the most energy of the image is 

concentrated in the LL sub band (the approximation), while the other sub 

bands (the details) represent the image's reflection. The resultant image from 

wavelet decomposition is converted to a vector form, this vector is called V. 

 

(d) (c) 

HL2 

LH2 HH2 

LL2 

HL1 

LH1 HH1 

(a) (b) 
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In this vector, the wavelet coefficients are arranged, as shown in Figure 

(3.4).  

 

Figure (3.4) Vector V of wavelet coefficients 

         In Figure (3.4), the wavelet coefficients are arranged using 24 bits for 

each coefficient because the cover image is a color image. This process is 

done for each layer of cover image separately. Thus, three vectors are 

generated: V-red, V-green and V-blue. There are three steps for embedding 

process at the sender side which are: 

 Algorithm 1 for cover image preparation  

 Algorithm 2 for secret image preparation 

 Algorithm 3 for embedding process 

 

 Algorithm 1: Cover image preparation 

Input: Cover image. 

Step 1: Start. 

Step 2: Select the cover image. 

Step 3: Apply 2-level DWT to the cover image, as shown in Figure (3.3) 

using Haar filter.  

Step 4: Transform the results obtained from step 3 to a vector form called V, 

as shown in Figure (3.4). 

Step 5: Transform each coefficient in vector V to 24 bits. The above steps 

are done for each layer of the cover image separately (red, green and blue). 

 LL2 HL2 LH2 HH2 HL1 LH1 HH1 
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Step 6: End [6]. 

Output: Vector V of wavelet coefficients in bit form. 

3.2.1.2 Scrambling Process 

        The secret image is scrambled or encrypted in the proposed system 

using the chaotic systems to increase the security. Scrambling process or 

sometimes it is called shuffling process is the process of changing the 

positions of the image pixels in order to look random or noisy. To 

understand this process, an example for an image encryption of size (4x4) 

using Arnold cat map is shown in Figure (3.5). 

 

 

 

 

 

 

 

Figure (3.5): (a) Original pixels, (b) Scrambled pixels 

         As shown in Figure (3.5), the original pixels 1,2,3,4,5 and so on of the 

secret image in Figure (3.5)(a) are mapped to the pixels 9,12,3,7,15 and so 

on respectively to get the scrambled image in Figure (3.5)(b).  

        The secret image (Baboon image) in the proposed system is scrambled 

using different chaotic systems. Arnold cat map is chosen here to show an 

example of scrambling the secret image. If an attacker attempts to extract the 

secret image from the stego image without knowing the secret key (which is 
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chaotic system3 (ch3)), the encrypted image or the scrambled image is 

obtained. The secret image and its encryption are shown in Figure (3.6). 

 

Figure (3.6): (a) Secret image, (b) Scrambled image 

3.2.1.3 Wavelet Transform of the Scrambled Secret Image 

        After scrambling the secret image using chaotic system3 (ch3), 1-level 

DWT is applied to the scrambled image using Haar filter, as shown in Figure 

(3.7). Then, the resulting coefficients are converted into a binary form. 

 

 Algorithm 2: Secret image preparation 

 Al 

 Algorithm 2: Secret image preparation 

Input: Secret image. 

Step 1: Start. 

Step 2: Select the secret image. 

(a) (b) 

(a) (b) 

Figure (3.7): (a) Scrambled image, (b) 1-level DWT of the 

scrambled secret image 
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Step 3: Scramble the secret image using chaotic system3 (ch3), as shown in 

Figure (3.6). 

Step 4: Apply 1-level DWT into the scrambled secret image, as shown in 

Figure (3.7) using Haar filter. 

Step 5: Transform each coefficient from step 4 to 24 bits. The above steps 

are done for each layer of secret image separately (red, green and blue). 

Step 6: End. 

Output: Wavelet coefficients in bit form. 

3.2.1.4 Embedding Process 

         The embedding process is achieved by embedding 1- level DWT of the 

scrambled secret image into the 2-level DWT of the cover image. Each 

coefficient in the vector V of the cover image consists of 24 bits and each 

coefficient of the scrambled secret image consists of 24 bits because both 

images are color images. The coefficients which are used to embed the 

coefficients of the scrambled secret image are randomly selected using 

chaotic system1 (ch1). For example, if ch1=1 then the coefficient number 1 

is used to embed the first 8 bits of the first coefficient of the final secret 

image which consists of 24 bits. If ch1=2 then the coefficient number 2 is 

used to embed the second 8 bits of the first coefficient of the final secret 

image. If ch1=3 then the coefficient number 3 is used to embed the third 8 

bits of the first coefficient of the final secret image and so on. The 

embedding process is done by replacing the first 8 bits of the first coefficient 

of the final secret image by the first 8 bits from 24 bits of the first coefficient 

in the vector V of the cover image. The second 8 bits of the first coefficient 



Chapter Three                                                                The Design of the Proposed Steganographic System     

51 
 

of the final secret image is replaced by first 8 bits from 24 bits of the second 

coefficient in the vector V of the cover image. The third 8 bits of the first 

coefficient of the final secret image is replaced by the first 8 bits from 24 

bits of the third coefficient in the vector V of the cover image. The selection 

of which 8 bits are taken from the 24 bits to embed the secret coefficients 

depends on chaotic system2 (ch2). This process is continued until all bits of 

the final secret image are completely embedded in the coefficients of the 

cover image. Figure (3.8) explains this process for secret image of size 

(32*32). 

 

 

 

 

 

 

  

 

Figure (3.8) Embedding process of secret image (32*32) 

3.2.1.5 Inverse Wavelet Transform  

         After all bits of the final secret image are successfully embedded into 

the coefficients of the cover image, new vectors of coefficients are obtained 

(vectors V). By using the same filter (Haar filter) used in the wavelet 
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transform for the cover image and for the final secret image, Inverse 

Discrete Wavelet Transform (IDWT) is applied for the same levels (1-level 

DWT, 2-level DWT). Then, the three layers (red, green and blue) are 

concatenated to obtain the final image which is called Stego image, as 

shown in Figure (3.9). As shown in Figure (3.9), the stego image is very 

similar to the cover image. 

 

Figure (3.9): (a) Cover image, (b) Stego image 

 Algorithm 3: Embedding process 

Input: Final result of the secret image, Vector V of the cover image 

coefficients, ch1 and ch2. 

Step 1: Start. 

Step 2: Input the final result of the secret image. 

Step 3: Input the vector V of the cover image coefficients. 

Step 4: Performing embedding process using ch1 and ch2. ch1 will 

randomly select the coefficients from the vector V of the cover image to 

embed the secret bits. Each selected coefficient in vector V consists of 24 

bits. ch2 will select the positions for embedding these secret bits in the 

selected coefficients. 

(a) (b) 
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Step 5: Apply IDWT to the final result of step 4 using the same filter and the 

same levels used in the DWT for both images.  

Step 6: Concatenate the three layers (red, green and blue) to obtain the stego 

image. 

Step 7: End. 

Output: Stego image. 

3.2.2  The Recipient Part 

        At the recipient side, the recipient cannot extract the secret information 

from the stego image without knowing the secret keys that have been used in 

the embedding process (ch1, ch2 and ch3). This process is done by taking 2-

level DWT for the stego image by using the same filter that has been used at 

the sender side. The secret image is extracted from the coefficients of stego 

image using replicas of ch1 and ch2 that are used at the sender side. The 

resulting encrypted or scrambled image will be decrypted using the replica 

of ch3. By making the inverse processes that have been used in the 

embedding process, the secret image is successfully extracted. The general 

block diagram of the proposed system at the recipient side is shown in 

Figure (3.10), while the flow chart of the proposed system at the recipient 

side is shown in Figure (3.11). 
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Figure (3.10) The general model of the proposed system at the recipient 

side 

3.3 The Detailed Model of the Proposed System 

        Both cover and secret images are colored images. First, the cover image 

is separated to three layers: red, green and blue. 2-level 2D-DWT is then 

applied to each layer. The secret image is also separated to three layers: red, 

green and blue. Each layer is scrambled using ch3 to get the scrambled 

image, then 1-level 2D-DWT is applied to each scrambled layer. Haar 

wavelet transform is used for both images as a wavelet filter. The embedding 

process is based on two chaotic systems: ch1 and ch2. ch1 will select the 

suitable coefficients and ch2 will select the suitable bits inside these 

coefficients for embedding the final secret image coefficients in the cover 

image. Each layer of secret image is embedded in the corresponding layer of 

cover image. After the embedding process is completed, 2-level 2D-IDWT 

is applied to each embedded layer. The final step is concatenating the three 

layers: red, green and blue to obtain the Stego image. 
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Figure (3.11) The flow chart of the proposed system at the recipient side 
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         Extraction process is the reverse process of embedding process. The 

recipient will get the stego image which is separated to three layers: red, 

green and blue. 2-level 2D-DWT is applied to each layer using Haar filter. 

Extraction process of each layer will be done according to ch1 and ch2 that 

have been used in the embedding process. 1-level 2D-IDWT is applied to 

each extracted layer of secret coefficients which is the encrypted or the 

scrambled layer of the secret image. Decryption process is done to each 

layer according to ch3. After that, the final step is concatenating the three 

layers: red, green and blue to obtain the extracted secret image. The secret 

image and the extracted secret image are shown in Figure (3.12). The 

detailed model for embedding process and extraction process are shown in 

Figures (3.13) and (3.14) respectively. 

 

Figure (3.12): (a) Secret image, (b) Extracted secret image 

 

 

 

 

 

 

 

(a) (b) 
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Figure (3.13) The detailed model for embedding process 
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Figure (3.14) The detailed model for extraction process 
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Results and Discussions 

 

4.1 Introduction 

        In this chapter, experimental results are obtained to evaluate the 

performance of the proposed system that has been mentioned in chapter 

three. The types of objective tests used to evaluate the proposed system are 

described in this chapter with discussions. 

4.2 Objective Tests 

        To evaluate the quality of the proposed system, many tests are used for 

this purpose. First, the histogram test is used to show the similarity between 

the cover image and the stego image. The statistical characteristics of the 

cover image should not affected by varying some coefficients due to the 

embedding process. In order to avoid an attacker, the histogram of the cover 

image must be close to the histogram of the stego image [12]. The other 

important tests are: 

4.2.1 Peak Signal to Noise Ratio (PSNR) Test 

        This test is used for measuring the quality of stego image by comparing 

with the original cover image. After embedding the secret image into the 

cover image, the stego image may be distorted. In order to measure this 

distortion, PSNR test is used. Before defining PSNR, Mean Square Error 

(MSE) which represents the difference between the cover image and the 

stego image must be defined first. 
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𝑴𝑺𝑬 =
𝟏

𝑴 × 𝑵
∑ ∑[𝑪(𝒊, 𝒋) − 𝑺(𝒊, 𝒋)]𝟐                                   (𝟒. 𝟏)

𝑵

𝒋=𝟏

𝑴

𝒊=𝟏

 

where M, N are the height and the width of the cover image or the stego 

image respectively, i, j are the row and column numbers respectively, C(i,j) 

is the cover image, S(i,j) is the stego image. The peak signal to noise ratio is 

given by: 

𝑷𝑺𝑵𝑹(𝒅𝑩) = 𝟏𝟎 × 𝒍𝒐𝒈𝟏𝟎 (
𝑳𝟐

𝑴𝑺𝑬
)                                            (𝟒. 𝟐) 

where L is the peak signal value of the image. The stego image is very 

similar to the cover image if the value of PSNR is large. If the value of 

PSNR is larger than 30dB, then it is difficult for the human eye to 

distinguish between the stego image and the cover image [7,13].  

4.2.2 Similarity Test 

       The similarity test or the correlation test is used to compare the 

similarity between two images, such as the similarity between the cover 

image and the stego image or between the secret image and the extracted 

secret image. It has the value between [0,1]. Two images are very similar if 

the value of correlation is close to one and they are the same if the value of 

correlation is one. The correlation can be defined in the following equation 

[12,13]. 

𝑪𝒐𝒓 =
∑ ∑ (𝑪(𝒊, 𝒋) − 𝑪 ̅)(𝑺(𝒊, 𝒋) − �̅�)𝑵

𝒋=𝟏
𝑴
𝒊=𝟏

√[∑ ∑ (𝑪(𝒊, 𝒋) − �̅�)𝟐𝑵
𝒋=𝟏

𝑴
𝒊=𝟏 ][∑ ∑ (𝑺(𝒊, 𝒋) − �̅�)𝟐𝑵

𝒋=𝟏
𝑴
𝒊=𝟏 ]

                (𝟒. 𝟑) 

where �̅� is the mean of cover image and �̅� is the mean of stego image. 
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4.2.3 Signal to Noise Ratio (SNR) Test 

       This test is used as a measure to determine how much an image has been 

distorted by noise. SNR can be defined as the ratio between cover image 

(signal power) and the errors due to the embedding process between the 

cover image and the stego image (noise power distorting the signal). The  

stego image is less obtrusive to the noise (embedding errors) if the value of 

SNR is large. The SNR can be defined in the following equation [55]. 

𝑺𝑵𝑹(𝒅𝑩) = 𝟏𝟎 × 𝒍𝒐𝒈𝟏𝟎 (
∑ ∑ (𝑪(𝒊, 𝒋))

𝟐𝑵
𝒋=𝟏

𝑴
𝒊=𝟏

∑ ∑ [𝑪(𝒊, 𝒋) − 𝑺(𝒊, 𝒋)]𝟐𝑵
𝒋=𝟏

𝑴
𝒊=𝟏

)    (𝟒. 𝟒) 

4.3 Cases Studied in the Proposed System 

        As mentioned in chapter three, three chaotic systems are used in the 

proposed system to increase the security:  chaotic system1 (ch1) and chaotic 

system2 (ch2) are used to select the positions of embedding the secret image 

into the cover image and chaotic system3 (ch3) is used to encrypt the secret 

image before embedding into the cover image. Table (4.1) shows the cases 

studied in the proposed system. 

4.4 Experimental Results of Objective Tests 

        To show the experimental results for the proposed system, two color 

cover images are used as test images, each of size (512x512). These covers 

are Lena and Girl. Two color secret images are used as test images with 

different sizes. These secret images are Baboon and Airplane. These results 

are implemented by using MATLAB (R2013a) and ran on a personal 

computer of 2.40 GHz CPU (Core i3). Figure (4.1) shows the secret images 

and Figure (4.2) shows the cover images. 
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Table (4.1) The cases studied in the proposed system 

Chaotic system1 Chaotic system2 Chaotic system3 

Logistic map Logistic map Logistic map 

Logistic map Logistic map Henon map 

Logistic map Logistic map Lorenz system 

Logistic map Logistic map Rössler system 

Logistic map Logistic map Cubic map 

Logistic map Henon map Henon map 

Logistic map Tent map Henon map 

Logistic map Lorenz system Lorenz system 

Logistic map Rössler system Rössler system 

Logistic map Logistic map Arnold cat map 

Logistic map Tent map Arnold cat map 

Logistic map Henon map Arnold cat map 

Logistic map Lorenz system Arnold cat map 

Logistic map Rössler system Arnold cat map 

Logistic map Cubic map Arnold cat map 

 

Figure (4.1) The group of secret images 

Figure (4.2) The group of cover images 

        The results are shown for each case in Table (4.1) and for each cover 

and secret images that have been mentioned before to show which case in 

Table (4.1) gives the best result among the other cases.  
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4.4.1 Case Study1 

        In this case, the cover image is Lena of size (512*512), while the secret 

image is Baboon of various sizes. The results are given in Tables (4.2) 

through (4.16). These results are given in terms of embedding capacity and 

the objective tests: PSNR, Correlation (Cor) and SNR for the stego image 

and for the extracted secret image. 

 Table (4.2) The first case: ch1 and ch2 and ch3 are Logistic maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.9592 0.9999 71.8218 0.1908 55.3260 1 49.7788 

32*64 0.78 0.0019 75.4008 0.9999 70.2633 0.1909 55.3223 1 49.7994 

64*64 1.56 0.0029 73.5358 0.9999 68.3984 0.1882 55.3839 1 49.8902 

64*128 3.125 0.0040 72.1446 0.9999 67.0071 0.1909 55.3233 1 49.8477 

128*128 6.25 0.0060 70.3495 0.9999 65.2121 0.1900 55.3423 1 49.8939 

128*256 12.5 0.0108 67.8312 0.9998 62.6937 0.1908 55.3240 1 49.8924 

256*256 25 0.0161 66.0573 0.9998 60.9199 0.1899 55.3458 1 49.9502 

256*512 50 0.0239 64.3453 0.9998 59.2078 0.1824 55.5207 1 50.1478 

Table (4.3) The second case: ch1 and ch2 are Logistic maps, ch3 is 

Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR  

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8247 0.9999 71.6872 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0019 75.4534 0.9999 70.3160 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0029 73.5145 0.9999 68.3771 0.1849 55.4615 1 49.9679 

64*128 3.125 0.0039 72.1901 0.9999 67.0527 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0060 70.3550 0.9999 65.2175 0.1883 55.3815 1 49.9331 

128*256 12.5 0.0107 67.8202 0.9998 62.6828 0.1894 55.3560 1 49.9245 

256*256 25 0.0161 66.0568 0.9998 60.9193 0.1895 55.3540 1 49.9585 

256*512 50 0.0238 64.3673 0.9998 59.2298 0.1825 55.5191 1 50.1462 
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Table (4.4) The third case: ch1 and ch2 are Logistic maps, ch3 is Lorenz 

system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8413 0.9999 71.7038 0.1999 55.1233 1 49.5760 

32*64 0.78 0.0019 75.4877 0.9999 70.3503 0.1872 55.4083 1 49.8854 

64*64 1.56 0.0030 73.3747 0.9999 68.2372 0.1885 55.3782 1 49.8846 

64*128 3.125 0.0040 72.1570 0.9999 67.0195 0.1875 55.3998 1 49.9243 

128*128 6.25 0.0061 70.2730 0.9999 65.1356 0.1939 55.2548 1 49.8064 

128*256 12.5 0.0107 67.8315 0.9998 62.6940 0.1912 55.3166 1 49.8850 

256*256 25 0.0161 66.0714 0.9998 60.9340 0.1890 55.3663 1 49.9707 

256*512 50 0.0239 64.3356 0.9998 59.1982 0.1825 55.5171 1 50.1442 

 

 

Table (4.5) The fourth case: ch1 and ch2 are Logistic maps, ch3 is 

Rössler system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 
Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8827 0.9999 71.7452 0.1930 55.2745 1 49.7272 

32*64 0.78 0.0019 75.3392 0.9999 70.2018 0.1886 55.3745 1 49.8515 

64*64 1.56 0.0029 73.4278 0.9999 68.2903 0.1921 55.2965 1 49.8028 

64*128 3.125 0.0040 72.1834 0.9999 67.0460 0.1889 55.3689 1 49.8933 

128*128 6.25 0.0060 70.3517 0.9999 65.2142 0.1918 55.3020 1 49.8536 

128*256 12.5 0.0107 67.8266 0.9998 62.6892 0.1905 55.3318 1 49.9003 

256*256 25 0.0160 66.1041 0.9998 60.9667 0.1885 55.3774 1 49.9818 

256*512 50 0.0239 64.3506 0.9998 59.2131 0.1833 55.4990 1 50.1261 
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Table (4.6) The fifth case: ch1 and ch2 are Logistic maps, ch3 is Cubic 

map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8594 0.9999 71.7219 0.1979 55.1660 1 49.6187 

32*64 0.78 0.0019 75.4700 0.9999 70.3326 0.1888 55.3707 1 49.8478 

64*64 1.56 0.0030 73.4174 0.9999 68.2800 0.1960 55.2091 1 49.7154 

64*128 3.125 0.0040 72.1794 0.9999 67.0420 0.1894 55.3577 1 49.8821 

128*128 6.25 0.0061 70.3294 0.9999 65.1920 0.1915 55.3094 1 49.8610 

128*256 12.5 0.0108 67.8317 0.9998 62.6943 0.1917 55.3048 1 49.8733 

256*256 25 0.0160 66.0712 0.9998 60.9338 0.1907 55.3279 1 49.9323 

256*512 50 0.0239 64.3380 0.9998 59.2006 0.1813 55.5457 1 50.1728 

 

 

Table (4.7) The sixth case: ch1 is Logistic map, ch2 and ch3 are Henon 

maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8332 0.9999 71.6958 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0019 75.4343 0.9999 70.2969 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0030 73.3957 0.9999 68.2583 0.1953 55.2235 1 49.7298 

64*128 3.125 0.0039 72.1547 0.9999 67.0173 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0060 70.2786 0.9999 65.1412 0.1933 55.2676 1 49.8192 

128*256 12.5 0.0107 67.8009 0.9998 62.6634 0.1894 55.3560 1 49.9245 

256*256 25 0.0161 66.0486 0.9998 60.9112 0.1916 55.3077 1 49.9121 

256*512 50 0.0238 64.3512 0.9998 59.2138 0.1825 55.5191 1 50.1462 
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Table (4.8) The seventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 70.9203 0.9999 65.7829 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0074 69.4864 0.9998 64.3490 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0118 67.4340 0.9998 62.2965 0.1953 55.2235 1 49.7298 

64*128 3.125 0.0158 66.1839 0.9998 61.0464 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0242 64.2754 0.9998 59.1379 0.1933 55.2676 1 49.8192 

128*256 12.5 0.0429 61.8131 0.9997 56.6756 0.1894 55.3560 1 49.9245 

256*256 25 0.0642 60.0549 0.9997 54.9174 0.1916 55.3077 1 49.9121 

256*512 50 0.0951 58.3666 0.9997 53.2292 0.1825 55.5191 1 50.1462 

 

 

Table (4.9) The eighth case: ch1 is Logistic map, ch2 and ch3 are Lorenz 

systems 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8906 0.9999 71.7531 0.1999 55.1233 1 49.5760 

32*64 0.78 0.0019 75.4151 0.9999 70.2777 0.1872 55.4083 1 49.8854 

64*64 1.56 0.0030 73.4364 0.9999 68.2989 0.1885 55.3782 1 49.8846 

64*128 3.125 0.0039 72.2019 0.9999 67.0644 0.1875 55.3998 1 49.9243 

128*128 6.25 0.0061 70.2802 0.9999 65.1427 0.1939 55.2548 1 49.8064 

128*256 12.5 0.0107 67.8239 0.9998 62.6865 0.1912 55.3166 1 49.8850 

256*256 25 0.0161 66.0557 0.9998 60.9183 0.1890 55.3663 1 49.9707 

256*512 50 0.0239 64.3392 0.9998 59.2018 0.1825 55.5171 1 50.1442 
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Table (4.10) The ninth case: ch1 is Logistic map, ch2 and ch3 are 

Rössler systems 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 71.0182 0.9999 65.8808 0.1930 55.2745 1 49.7272 

32*64 0.78 0.0074 69.3860 0.9998 64.2486 0.1886 55.3745 1 49.8515 

64*64 1.56 0.0117 67.5017 0.9998 62.3642 0.1921 55.2965 1 49.8028 

64*128 3.125 0.0157 66.1086 0.9998 60.9712 0.1889 55.3689 1 49.8933 

128*128 6.25 0.0240 64.3095 0.9998 59.1720 0.1918 55.3020 1 49.8536 

128*256 12.5 0.0428 61.8298 0.9997 56.6923 0.1905 55.3318 1 49.9003 

256*256 25 0.0637 60.0973 0.9997 54.9598 0.1885 55.3774 1 49.9818 

256*512 50 0.0949 58.3302 0.9997 53.1928 0.1833 55.4990 1 50.1261 

 

Table (4.11) The tenth case: ch1 and ch2 are Logistic maps, ch3 is 

Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 77.0095 0.9999 71.8721 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0029 73.5710 0.9999 68.4335 0.0753 59.3462 1 53.8705 

128*128 6.25 0.0059 70.4408 0.9999 65.3034 0.0724 59.5305 1 54.0821 

256*256 25 0.0156 66.1832 0.9998 61.0458 0.0743 59.4224 1 54.0268 

 

Table (4.12) The eleventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 71.0933 0.9999 65.9559 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0113 67.5187 0.9998 62.3813 0.0753 59.3462 1 53.8705 

128*128 6.25 0.0233 64.4353 0.9998 59.2979 0.0724 59.5305 1 54.0821 

256*256 25 0.0620 60.1922 0.9997 55.0547 0.0743 59.4224 1 54.0268 
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Table (4.13) The twelfth case: ch1 is Logistic map, ch2 is Henon map 

and ch3 is Arnold cat map 

 Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.9111 0.9999 71.7737 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0029 73.5284 0.9999 68.3909 0.0753 59.3462 1 53.8705 

128*128 6.25 0.0059 70.4214 0.9999 65.2840 0.0724 59.5305 1 54.0821 

256*256 25 0.0157 66.2096 0.9998 61.0722 0.0743 59.4224 1 54.0268 

 

Table (4.14) The thirteenth case: ch1 is Logistic map, ch2 is Lorenz 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.9437 0.9999 71.8063 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0029 73.5508 0.9999 68.4134 0.0753 59.3462 1 53.8705 

128*128 6.25 0.0059 70.4131 0.9999 65.2757 0.0724 59.5305 1 54.0821 

256*256 25 0.0157 66.1813 0.9998 61.0438 0.0743 59.4224 1 54.0268 

 

Table (4.15) The fourteenth case: ch1 is Logistic map, ch2 is Rössler 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 71.0044 0.9999 65.8670 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0114 67.5614 0.9998 62.4239 0.0753 59.3462 1 53.8705 

128*128 6.25 0.0234 64.4365 0.9998 59.2991 0.0724 59.5305 1 54.0821 

256*256 25 0.0620 60.2069 0.9997 55.0695 0.0743 59.4224 1 54.0268 
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Table (4.16) The fifteenth case: ch1 is Logistic map, ch2 is Cubic map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

 PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.9410 0.9999 71.8036 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0029 73.5300 0.9999 68.3925 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0059 70.4080 0.9999 65.2706 0.0724 59.5305 1 54.0821 

256*256 25 0.0157 66.1920 0.9998 61.0546 0.0743 59.4224 1 54.0268 

 

4.4.2 Discussion of Case Study1 

        Arnold cat map is applied only to the images of equal dimensions. 

Therefore, the results in Tables (4.11) through (4.16) are given for four cases 

only. The variation of ch1 and ch2 affects only the PSNR and SNR of the 

stego image and does not affect the PSNR and SNR of the extracted secret 

image. For example, when ch1 is Logistic map and ch2 is: Logistic map, 

Henon map, Lorenz system or Cubic map, the PSNR and SNR of the stego 

image increase to reach 76dB and 71dB respectively. On the other hand,  

when ch2 is Tent map or Rössler system, the PSNR and SNR of the stego 

image decrease to reach 71dB and 65dB respectively. For increasing or 

decreasing case, the PSNR and SNR of the extracted secret image are fixed 

for each case of ch3. But the variation of ch3 affects the PSNR and SNR of 

both stego image and extracted secret image. For example, in Tables (4.2) 

through (4.6), ch1 and ch2 are Logistic maps and ch3 is Logistic map, 

Henon map, Lorenz system, Rössler system or Cubic map, the PSNR and 

SNR are changed for both stego image and extracted secret image. For the 

stego image, maximum PSNR and SNR which are 77.0095dB and 

71.8721dB respectively appear in Table (4.11), when ch1 and ch2 are 
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Logistic maps and ch3 is Arnold cat map. Alternatively, minimum PSNR 

and SNR which are 70.9203dB and 65.7829dB respectively appear in Table 

(4.8), when ch1 is Logistic map, ch2 is Tent map and ch3 is Henon map for 

secret image of size (32*32). For the extracted secret image, maximum 

PSNR and SNR which are 59.4257dB and 53.8784dB respectively appear in 

Tables (4.11) through (4.16), when ch3 is Arnold cat map. On the other 

hand, minimum PSNR and SNR which are 55.1163dB and 49.5690dB 

respectively appear in Tables (4.3), (4.7) and (4.8), when ch3 is Henon map 

for secret image of size (32*32). The correlation of the stego image is close 

to one (0.9999), this means that the stego image is very similar to the 

original cover image. The correlation of the extracted secret image is one, 

this means that there is no difference between the secret image and the 

extracted secret image. Also, when the capacity increases, the PSNR and 

SNR of the stego image are decreased. 

4.4.3 Case Study2 

        In this case, the cover image is Girl of size (512*512) for the same 

secret image which is Baboon of various sizes. The results are given in 

Tables (4.17) through (4.31). These results are given in terms of embedding 

capacity and the objective tests: PSNR, Correlation (Cor) and SNR for the 

stego image and for the extracted secret image. 
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Table (4.17) The first case: ch1 and ch2 and ch3 are Logistic maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0911 0.9999 67.1730 0.1908 55.3260 1 49.7788 

32*64 0.78 0.0014 76.6050 0.9999 65.6869 0.1909 55.3223 1 49.7994 

64*64 1.56 0.0022 74.7115 0.9999 63.7934 0.1882 55.3839 1 49.8902 

64*128 3.125 0.0030 73.2673 0.9999 62.3492 0.1909 55.3233 1 49.8477 

128*128 6.25 0.0047 71.5058 0.9999 60.5877 0.1900 55.3423 1 49.8939 

128*256 12.5 0.0083 68.9779 0.9998 58.0597 0.1908 55.3240 1 49.8924 

256*256 25 0.0124 67.1857 0.9998 56.2676 0.1899 55.3458 1 49.9502 

256*512 50 0.0720 66.5673 0.9998 54.6492 0.1824 55.5207 1 50.1478 

 

 

Table (4.18) The second case: ch1 and ch2 are Logistic maps, ch3 is 

Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9980 0.9999 67.0798 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0014 76.5599 0.9999 65.6417 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0022 74.6205 0.9999 63.7023 0.1849 55.4615 1 49.9679 

64*128 3.125 0.0030 73.2848 0.9999 62.3667 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0046 71.5056 0.9999 60.5875 0.1883 55.3815 1 49.9331 

128*256 12.5 0.0083 68.9758 0.9998 58.0576 0.1894 55.3560 1 49.9245 

256*256 25 0.0123 67.2132 0.9998 56.2950 0.1895 55.3540 1 49.9585 

256*512 50 0.0719 66.5922 0.9998 54.6740 0.1825 55.5191 1 50.1462 
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Table (4.19) The third case: ch1 and ch2 are Logistic maps, ch3 is 

Lorenz system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.1039 0.9999 67.1857 0.1999 55.1233 1 49.5760 

32*64 0.78 0.0014 76.5479 0.9999 65.6297 0.1872 55.4083 1 49.8854 

64*64 1.56 0.0023 74.5193 0.9999 63.6011 0.1885 55.3782 1 49.8846 

64*128 3.125 0.0030 73.3032 0.9999 62.3851 0.1875 55.3998 1 49.9243 

128*128 6.25 0.0047 71.4334 0.9999 60.5153 0.1939 55.2548 1 49.8064 

128*256 12.5 0.0082 68.9458 0.9998 58.0277 0.1912 55.3166 1 49.8850 

256*256 25 0.0123 67.2165 0.9998 56.2984 0.1890 55.3663 1 49.9707 

256*512 50 0.0719 66.5832 0.9998 54.6650 0.1825 55.5171 1 50.1442 

 

 

Table (4.20) The fourth case: ch1 and ch2 are Logistic maps, ch3 is 

Rössler system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.1176 0.9999 67.1995 0.1930 55.2745 1 49.7272 

32*64 0.78 0.0014 76.6292 0.9999 65.7110 0.1886 55.3745 1 49.8515 

64*64 1.56 0.0023 74.6288 0.9999 63.7107 0.1921 55.2965 1 49.8028 

64*128 3.125 0.0031 73.3246 0.9999 62.4065 0.1889 55.3689 1 49.8933 

128*128 6.25 0.0046 71.5489 0.9999 60.6308 0.1918 55.3020 1 49.8536 

128*256 12.5 0.0082 68.9709 0.9998 58.0527 0.1905 55.3318 1 49.9003 

256*256 25 0.0123 67.2111 0.9998 56.2930 0.1885 55.3774 1 49.9818 

256*512 50 0.0720 66.5691 0.9998 54.6509 0.1833 55.4990 1 50.1261 
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Table (4.21) The fifth case: ch1 and ch2 are Logistic maps, ch3 is Cubic 

map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0779 0.9999 67.1597 0.1979 55.1660 1 49.6187 

32*64 0.78 0.0014 76.6313 0.9999 65.7132 0.1888 55.3707 1 49.8478 

64*64 1.56 0.0023 74.6495 0.9999 63.7313 0.1960 55.2091 1 49.7154 

64*128 3.125 0.0030 73.3145 0.9999 62.3963 0.1894 55.3577 1 49.8821 

128*128 6.25 0.0046 71.4753 0.9999 60.5571 0.1915 55.3094 1 49.8610 

128*256 12.5 0.0083 69.0021 0.9998 58.0839 0.1917 55.3048 1 49.8733 

256*256 25 0.0123 67.3393 0.9998 56.3111 0.1907 55.3279 1 49.9323 

256*512 50 0.0720 66.5904 0.9998 54.6722 0.1813 55.5457 1 50.1728 

 

 

Table (4.22) The sixth case: ch1 is Logistic map, ch2 and ch3 are Henon 

maps 

  Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0246 0.9999 67.1064 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0014 76.6049 0.9999 65.6868 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0023 74.5708 0.9999 63.6527 0.1953 55.2235 1 49.7298 

64*128 3.125 0.0030 73.3595 0.9999 62.4413 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0047 71.4305 0.9999 60.5124 0.1933 55.2676 1 49.8192 

128*256 12.5 0.0083 68.9556 0.9998 58.0374 0.1894 55.3560 1 49.9245 

256*256 25 0.0124 67.1875 0.9998 56.2693 0.1916 55.3077 1 49.9121 

256*512 50 0.0720 66.5781 0.9998 54.6599 0.1825 55.5191 1 50.1462 
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Table (4.23) The seventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0038 72.2838 0.9999 61.3656 0.2002 55.1163 1 49.5690 

32*64 0.78 0.0055 70.7192 0.9999 59.8010 0.1821 55.5270 1 50.0040 

64*64 1.56 0.0087 68.7418 0.9998 57.8236 0.1953 55.2235 1 49.7298 

64*128 3.125 0.0117 67.4750 0.9998 56.5569 0.1926 55.2836 1 49.8081 

128*128 6.25 0.0180 65.5665 0.9998 54.6483 0.1933 55.2676 1 49.8192 

128*256 12.5 0.0320 63.0672 0.9997 52.1491 0.1894 55.3560 1 49.9245 

256*256 25 0.0479 61.3219 0.9997 50.4037 0.1916 55.3077 1 49.9121 

256*512 50 0.0719 59.5702 0.9997 48.6520 0.1825 55.5191 1 50.1462 

 

 

Table (4.24) The eighth case: ch1 is Logistic map, ch2 and ch3 are 

Lorenz systems 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0511 0.9999 67.1329 0.1999 55.1233 1 49.5760 

32*64 0.78 0.0014 76.6202 0.9999 65.7020 0.1872 55.4083 1 49.8854 

64*64 1.56 0.0023 74.5526 0.9999 63.6344 0.1885 55.3782 1 49.8846 

64*128 3.125 0.0030 73.3148 0.9999 62.3966 0.1875 55.3998 1 49.9243 

128*128 6.25 0.0047 71.4666 0.9999 60.5485 0.1939 55.2548 1 49.8064 

128*256 12.5 0.0083 68.9717 0.9998 58.0536 0.1912 55.3166 1 49.8850 

256*256 25 0.0123 67.2005 0.9998 56.2823 0.1890 55.3663 1 49.9707 

256*512 50 0.0720 66.5601 0.9998 54.6467 0.1825 55.5171 1 50.1442 
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Table (4.25) The ninth case: ch1 is Logistic map, ch2 and ch3 are 

Rösslers systems 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0038 72.2445 0.9999 61.3263 0.1930 55.2745 1 49.7272 

32*64 0.78 0.0055 70.7291 0.9999 59.8110 0.1886 55.3745 1 49.8515 

64*64 1.56 0.0086 68.7991 0.9998 57.8810 0.1921 55.2965 1 49.8028 

64*128 3.125 0.0118 67.4707 0.9998 56.5523 0.1889 55.3689 1 49.8933 

128*128 6.25 0.0178 65.5775 0.9998 54.6593 0.1918 55.3020 1 49.8536 

128*256 12.5 0.0319 63.0820 0.9997 52.1639 0.1905 55.3318 1 49.9003 

256*256 25 0.0477 61.3418 0.9997 50.4237 0.1885 55.3774 1 49.9818 

256*512 50 0.0717 59.5625 0.9997 48.6444 0.1833 55.4990 1 50.1261 

 

Table (4.26) The tenth case: ch1 and ch2 are Logistic maps, ch3 is 

Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.1934 0.9999 67.2753 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0022 74.7004 0.9999 63.7822 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0046 71.5380 0.9999 60.6199 0.0724 59.5305 1 54.0821 

256*256 25 0.0121 67.3040 0.9998 56.3858 0.0743 59.4224 1 54.0268 

 

Table (4.27) The eleventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0038 72.3779 0.9999 61.4597 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0085 68.8823 0.9998 57.9641 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0176 65.6212 0.9998 54.7031 0.0724 59.5305 1 54.0821 

256*256 25 0.0470 61.4251 0.9997 50.5069 0.0743 59.4224 1 54.0268 
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Table (4.28) The twelfth case: ch1 is Logistic map, ch2 is Henon map 

and ch3 is Arnold cat map 

  Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0733 0.9999 67.1551 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0022 74.7417 0.9999 63.8236 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0046 71.5540 0.9999 60.6358 0.0724 59.5305 1 54.0821 

256*256 25 0.0121 67.2930 0.9998 56.3748 0.0743 59.4224 1 54.0268 

 

Table (4.29) The thirteenth case: ch1 is Logistic map, ch2 is Lorenz 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

32*32 0.39 0.0010 78.1112 0.9999 67.1930 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0022 74.6322 0.9999 63.7141 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0046 71.5365 0.9999 60.6184 0.0724 59.5305 1 54.0821 

256*256 25 0.0122 67.2915 0.9998 56.3733 0.0743 59.4224 1 54.0268 

 

Table (4.30) The fourteenth case: ch1 is Logistic map, ch2 is Rössler 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0038 72.3128 0.9999 61.3946 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0084 68.8453 0.9998 57.9272 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0178 65.6741 0.9998 54.7559 0.0724 59.5305 1 54.0821 

256*256 25 0.0471 61.4151 0.9997 50.4969 0.0743 59.4224 1 54.0268 
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Table (4.31) The fifteenth case: ch1 is Logistic map, ch2 is Cubic map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0984 0.9999 67.1802 0.0742 59.4257 1 53.8784 

64*64 1.56 0.0022 74.6818 0.9999 63.7636 0.0753 59.3642 1 53.8705 

128*128 6.25 0.0046 71.5268 0.9999 60.6086 0.0724 59.5305 1 54.0821 

256*256 25 0.0121 67.2973 0.9998 56.3792 0.0743 59.4224 1 54.0268 

 

4.4.4 Discussion of Case Study2 

         In this case, the cover image (Girl) gives better performance than the 

cover image (Lena) in case study1 for the stego image in terms of PSNR. 

But it gives less performance than Lena image in terms of SNR. For the 

extracted secret image (Baboon), the results are still the same as in case 

study1. This means that the variation of cover image does not affect the 

performance of the extracted secret image. For the stego image, maximum 

PSNR and SNR which are 78.1934dB and 67.2753dB respectively appear in 

Table (4.26), when ch1 and ch2 are Logistic maps and ch3 is Arnold cat 

map. On the other hand, minimum PSNR and SNR which are 72.2445dB 

and 61.3263dB respectively appear in Table (4.25), when ch1 is Logistic 

map, ch2 and ch3 are Rössler systems for secret image of size (32*32). 

4.4.5 Case Study3 

        In this case, the cover image is Lena of size (512*512), while the secret 

image is Airplane of various sizes. The results are given in Tables (4.32) 

through (4.46). These results are given in terms of embedding capacity and 
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the objective tests: PSNR, Correlation (Cor) and SNR for the stego image 

and for the extracted secret image. 

       Table (4.32) The first case: ch1 and ch2 and ch3 are Logistic maps   

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.7995 0.9999 71.6621 0.2148 54.8096 1 52.0331 

32*64 0.78 0.0019 75.2914 0.9999 70.1540 0.2118 54.8725 1 52.1095 

64*64 1.56 0.0030 73.3763 0.9999 68.2389 0.2135 54.8360 1 52.0988 

64*128 3.125 0.0041 72.0334 0.9999 66.8960 0.2176 54.7548 1 52.0283 

128*128 6.25 0.0062 70.2418 0.9999 65.1043 0.2167 54.7727 1 52.0622 

128*256 12.5 0.0111 67.6957 0.9998 62.5582 0.2173 54.7595 1 52.0552 

256*256 25 0.0166 65.9361 0.9998 60.7986 0.2171 54.7632 1 52.0673 

256*512 50 0.0247 64.2151 0.9998 59.0776 0.2153 54.7999 1 52.1076 

 

 

Table (4.33) The second case: ch1 and ch2 are Logistic maps, ch3 is 

Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8135 0.9999 71.6761 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0019 75.2226 0.9999 70.0852 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0030 73.3126 0.9999 68.1752 0.2163 54.7801 1 52.0429 

64*128 3.125 0.0041 72.0456 0.9999 66.9082 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0062 70.2505 0.9999 65.1131 0.2142 54.8223 1 52.1118 

128*256 12.5 0.0110 67.7102 0.9998 62.5728 0.2163 54.7797 1 52.0754 

256*256 25 0.0165 65.9555 0.9998 60.8181 0.2163 54.7795 1 52.0835 

256*512 50 0.0246 64.2189 0.9998 59.0815 0.2147 54.8125 1 52.1202 
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Table (4.34) The third case: ch1 and ch2 are Logistic maps, ch3 is 

Lorenz system 

  Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0014 76.8357 0.9999 71.6982 0.2292 54.5293 1 51.7529 

32*64 0.78 0.0019 75.3312 0.9999 70.1938 0.2192 54.7216 1 51.9586 

64*64 1.56 0.0030 73.3212 0.9999 68.1837 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0041 72.0126 0.9999 66.8751 0.2166 54.7744 1 52.0478 

128*128 6.25 0.0063 70.1565 0.9999 65.0191 0.2207 54.6923 1 51.9818 

128*256 12.5 0.0110 67.7143 0.9998 62.5768 0.2172 54.7619 1 52.0576 

256*256 25 0.0166 65.9230 0.9998 60.7856 0.2200 54.7065 1 52.0105 

256*512 50 0.0246 64.2090 0.9998 59.0716 0.2155 54.7958 1 52.1035 

 

 

Table (4.35) The fourth case: ch1 and ch2 are Logistic maps, ch3 is 

Rössler system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0014 76.8078 0.9999 71.6704 0.2207 54.6927 1 51.9163 

32*64 0.78 0.0019 75.3179 0.9999 70.1805 0.2178 54.7508 1 51.9877 

64*64 1.56 0.0031 73.2710 0.9999 68.1336 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0041 72.0458 0.9999 66.9083 0.2162 54.7825 1 52.0560 

128*128 6.25 0.0062 70.2174 0.9999 65.0800 0.2217 54.6735 1 51.9630 

128*256 12.5 0.0110 67.6929 0.9998 62.5555 0.2163 54.7803 1 52.0760 

256*256 25 0.0165 65.9551 0.9998 60.8176 0.2206 54.6957 1 51.9998 

256*512 50 0.0247 64.2266 0.9998 59.0891 0.2151 54.8048 1 52.1126 
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Table (4.36) The fifth case: ch1 and ch2 are Logistic maps, ch3 is Cubic 

map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.7843 0.9999 71.6468 0.2266 54.5789 1 51.8025 

32*64 0.78 0.0019 75.1989 0.9999 70.0614 0.2135 54.8360 1 52.0729 

64*64 1.56 0.0031 73.3067 0.9999 68.1693 0.2254 54.6008 1 51.8637 

64*128 3.125 0.0041 72.0626 0.9999 66.9252 0.2137 54.8327 1 52.1061 

128*128 6.25 0.0062 70.1503 0.9999 65.0129 0.2227 54.6537 1 51.9431 

128*256 12.5 0.0110 67.6836 0.9998 62.5461 0.2168 54.7705 1 52.0662 

256*256 25 0.0167 65.9000 0.9998 60.7625 0.2207 54.6935 1 51.9976 

256*512 50 0.0247 64.2073 0.9998 59.0698 0.2149 54.8084 1 52.1162 

 

 

Table (4.37) The sixth case: ch1 is Logistic map, ch2 and ch3 are Henon 

maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8135 0.9999 71.6761 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0019 75.2226 0.9999 70.0852 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0030 73.2936 0.9999 68.1562 0.2254 54.6008 1 51.8637 

64*128 3.125 0.0041 72.0456 0.9999 66.9082 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0063 70.1946 0.9999 65.0571 0.2229 54.6493 1 51.9387 

128*256 12.5 0.0110 67.7102 0.9998 62.5728 0.2163 54.7797 1 52.0754 

256*256 25 0.0166 65.9180 0.9998 60.7806 0.2223 54.6614 1 51.9655 

256*512 50 0.0247 64.2189 0.9998 59.0815 0.2147 54.8125 1 52.1202 
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Table (4.38) The seventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 70.8875 0.9999 65.7501 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0077 69.2679 0.9998 64.1305 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0119 67.3614 0.9998 62.2239 0.2254 54.6008 1 51.8637 

64*128 3.125 0.0161 66.0052 0.9998 60.8677 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0248 64.1610 0.9998 59.0236 0.2229 54.6493 1 51.9387 

128*256 12.5 0.0436 61.7118 0.9997 56.5744 0.2163 54.7797 1 52.0754 

256*256 25 0.0665 59.9201 0.9997 54.7826 0.2223 54.6614 1 51.9655 

256*512 50 0.0982 58.2147 0.9997 53.0772 0.2147 54.8125 1 52.1202 

 

 

Table (4.39) The eighth case: ch1 is Logistic map, ch2 and ch3 are 

Lorenz systems 

 Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8428 0.9999 71.7054 0.2292 54.5293 1 51.7529 

32*64 0.78 0.0019 75.3489 0.9999 70.2114 0.2192 54.7216 1 51.9586 

64*64 1.56 0.0030 73.3154 0.9999 68.1780 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0041 72.0490 0.9999 66.9116 0.2166 54.7744 1 52.0478 

128*128 6.25 0.0063 70.1729 0.9999 65.0354 0.2207 54.6923 1 51.9818 

128*256 12.5 0.0110 67.7037 0.9998 62.5663 0.2172 54.7619 1 52.0576 

256*256 25 0.0166 65.9231 0.9998 60.7856 0.2200 54.7065 1 52.0105 

256*512 50 0.0246 64.2498 0.9998 59.1124 0.2155 54.7958 1 52.1035 
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Table (4.40) The ninth case: ch1 is Logistic map, ch2 and ch3 are 

Rössler systems 

 Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 70.9360 0.9999 65.7986 0.2207 54.6927 1 51.9163 

32*64 0.78 0.0077 69.3148 0.9998 64.1773 0.2178 54.7508 1 51.9877 

64*64 1.56 0.0120 67.3877 0.9998 62.2503 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0162 66.0537 0.9998 60.9163 0.2162 54.7825 1 52.0560 

128*128 6.25 0.0247 64.1798 0.9998 59.0424 0.2217 54.6735 1 51.9630 

128*256 12.5 0.0441 61.7199 0.9997 56.5825 0.2163 54.7803 1 52.0760 

256*256 25 0.0660 59.9604 0.9997 54.8230 0.2206 54.6957 1 51.9998 

256*512 50 0.0981 58.2265 0.9997 53.0890 0.2151 54.8048 1 52.1126 

 

Table (4.41) The tenth case: ch1 and ch2 are Logistic maps, ch3 is 

Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8547 0.9999 71.7173 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0030 73.3330 0.9999 68.1956 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0062 70.2800 0.9999 65.1425 0.0872 58.7267 1 56.0161 

256*256 25 0.0164 65.9946 0.9998 60.8572 0.0865 58.7598 1 56.0639 

 

Table (4.42) The eleventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0053 70.9605 0.9999 65.8231 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0119 67.4165 0.9998 62.2791 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0243 64.2583 0.9998 59.1208 0.0872 58.7267 1 56.0161 

256*256 25 0.0648 60.0046 0.9997 54.8671 0.0865 58.7598 1 56.0639 
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Table (4.43) The twelfth case: ch1 is Logistic map, ch2 is Henon map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8843 0.9999 71.7469 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0030 73.3417 0.9999 68.2043 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0061 70.2684 0.9999 65.1310 0.0872 58.7267 1 56.0161 

256*256 25 0.0163 65.9966 0.9998 60.8592 0.0865 58.7598 1 56.0639 

 

Table (4.44) The thirteenth case: ch1 is Logistic map, ch2 is Lorenz 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0014 76.8556 0.9999 71.7182 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0030 73.3667 0.9999 68.2293 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0061 70.2937 0.9999 65.1563 0.0872 58.7267 1 56.0161 

256*256 25 0.0164 65.9933 0.9998 60.8558 0.0865 58.7598 1 56.0639 

 

Table (4.45) The fourteenth case: ch1 is Logistic map, ch2 is Rössler 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0052 70.9704 0.9999 65.8330 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0119 67.3874 0.9998 62.2500 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0244 64.2588 0.9998 59.1214 0.0872 58.7267 1 56.0161 

256*256 25 0.0650 59.9969 0.9997 54.8595 0.0865 58.7598 1 56.0639 
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Table (4.46) The fifteenth case: ch1 is Logistic map, ch2 is Cubic map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0013 76.8926 0.9999 71.7551 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0030 73.2928 0.9999 68.1554 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0061 70.2397 0.9999 65.1023 0.0872 58.7267 1 56.0161 

256*256 25 0.0164 65.9904 0.9998 60.8530 0.0865 58.7598 1 56.0639 

 

4.4.6 Discussion of Case Study3 

        In this case, the secret image here (Airplane) gives less performance 

than the secret image (Baboon) in case study1 and case study2 for the 

extracted secret image in terms of PSNR. But it gives better performance 

than Baboon image in terms of SNR. For the extracted secret image 

(Airplane), maximum PSNR and SNR which are 58.8553dB and 56.0788dB 

respectively appear in Tables (4.41) through (4.46), when ch3 is Arnold cat 

map. On the other hand, minimum PSNR and SNR which are 54.5293dB 

and 51.7529dB respectively appear in Tables (4.34) and (4.39), when ch3 is 

Lorenz system for secret image of size (32*32). For the stego image, 

maximum PSNR and SNR which are 76.8926dB and 71.7551dB 

respectively appear in Table (4.46), when ch1 is Logistic map, ch2 is Cubic 

map and ch3 is Arnold cat map. On the other hand, minimum PSNR and 

SNR which are 70.8875dB and 65.7501dB respectively appear in Table 

(4.38), when ch1 is Logistic map, ch2 is Tent map and ch3 is Henon map for 

secret image of size (32*32). Also, the results are slightly decreased for the 

stego image, as compared with case study1 in terms of PSNR and SNR.  
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4.4.7 Case Study4 

        In this case, the cover image is Girl of size (512*512) for the same 

secret image which is Airplane of various sizes. The results are given in 

Tables (4.47) through (4.61). These results are given in terms of embedding 

capacity and the objective tests: PSNR, Correlation (Cor) and SNR for the 

stego image and for the extracted secret image. 

Table (4.47) The first case: ch1 and ch2 and ch3 are Logistic maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0102 0.9999 67.0920 0.2148 54.8096 1 52.0331 

32*64 0.78 0.0015 76.5108 0.9999 65.5927 0.2118 54.8725 1 52.1095 

64*64 1.56 0.0023 74.5157 0.9999 63.5976 0.2135 54.8360 1 52.0988 

64*128 3.125 0.0031 73.1861 0.9999 62.2679 0.2176 54.7548 1 52.0283 

128*128 6.25 0.0047 71.4048 0.9999 60.4866 0.2167 54.7727 1 52.0622 

128*256 12.5 0.0084 68.8860 0.9998 57.9678 0.2173 54.7595 1 52.0552 

256*256 25 0.0126 67.1275 0.9998 56.2093 0.2171 54.7632 1 52.0673 

256*512 50 0.0732 66.4842 0.9998 54.5660 0.2153 54.7999 1 52.1076 

Table (4.48) The second case: ch1 and ch2 are Logistic maps, ch3 is 

Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9530 0.9999 67.0348 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0015 76.4953 0.9999 65.5771 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0023 74.5677 0.9999 63.6495 0.2163 54.7801 1 52.0429 

64*128 3.125 0.0031 73.1636 0.9999 62.2455 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0047 71.4034 0.9999 60.4853 0.2142 54.8223 1 52.1118 

128*256 12.5 0.0084 68.9081 0.9998 57.9900 0.2163 54.7797 1 52.0754 

256*256 25 0.0126 67.1392 0.9998 56.2210 0.2163 54.7795 1 52.0835 

256*512 50 0.0720 66.9472 0.9998 54.0290 0.2147 54.8125 1 52.1202 
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Table (4.49) The third case: ch1 and ch2 are Logistic maps, ch3 is 

Lorenz system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9975 0.9999 67.0793 0.2292 54.5293 1 51.7529 

32*64 0.78 0.0014 76.5293 0.9999 65.6111 0.2192 54.7216 1 51.9586 

64*64 1.56 0.0023 74.5088 0.9999 63.5906 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0031 73.2224 0.9999 62.3043 0.2166 54.7744 1 52.0478 

128*128 6.25 0.0047 71.4103 0.9999 60.4921 0.2207 54.6923 1 51.9818 

128*256 12.5 0.0084 68.9116 0.9998 57.9934 0.2172 54.7619 1 52.0576 

256*256 25 0.0126 67.1381 0.9998 56.2200 0.2200 54.7065 1 52.0105 

256*512 50 0.0721 66.7244 0.9998 54.8063 0.2155 54.7958 1 52.1035 

 

 

Table (4.50) The fourth case: ch1 and ch2 are Logistic maps, ch3 is 

Rössler system 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0496 0.9999 67.1315 0.2207 54.6927 1 51.9163 

32*64 0.78 0.0015 76.4759 0.9999 65.5577 0.2178 54.7508 1 51.9877 

64*64 1.56 0.0023 74.5370 0.9999 63.6189 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0031 73.2718 0.9999 62.3536 0.2162 54.7825 1 52.0560 

128*128 6.25 0.0046 71.4661 0.9999 60.5479 0.2217 54.6735 1 51.9630 

128*256 12.5 0.0084 68.8765 0.9998 57.9583 0.2163 54.7803 1 52.0760 

256*256 25 0.0126 67.1432 0.9998 56.2250 0.2206 54.6957 1 51.9998 

256*512 50 0.0722 66.6026 0.9998 54.6845 0.2151 54.8048 1 52.1126 
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Table (4.51) The fifth case: ch1 and ch2 are Logistic maps, ch3 is Cubic 

map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.1004 0.9999 67.1823 0.2266 54.5789 1 51.8025 

32*64 0.78 0.0015 76.4460 0.9999 65.5279 0.2135 54.8360 1 52.0729 

64*64 1.56 0.0023 74.5440 0.9999 63.6259 0.2254 54.6008 1 51.8637 

64*128 3.125 0.0031 73.2490 0.9999 62.3308 0.2137 54.8327 1 52.1061 

128*128 6.25 0.0047 71.3974 0.9999 60.4793 0.2227 54.6537 1 51.9431 

128*256 12.5 0.0083 68.9154 0.9998 57.9973 0.2168 54.7705 1 52.0662 

256*256 25 0.0126 67.1402 0.9998 56.2221 0.2207 54.6935 1 51.9976 

256*512 50 0.0740 66.3254 0.9998 54.4073 0.2149 54.8084 1 52.1162 

 

 

Table (4.52) The sixth case: ch1 is Logistic map, ch2 and ch3 are Henon 

maps 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9636 0.9999 67.0454 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0015 76.4824 0.9999 65.5643 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0023 74.5437 0.9999 63.6255 0.2254 54.7801 1 52.0429 

64*128 3.125 0.0031 73.2054 0.9999 62.2873 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0047 71.4094 0.9999 60.4912 0.2229 54.8223 1 52.1118 

128*256 12.5 0.0084 68.9219 0.9998 58.0037 0.2163 54.7797 1 52.0754 

256*256 25 0.0126 67.1547 0.9998 56.2365 0.2223 54.7795 1 52.0835 

256*512 50 0.0735 66.6092 0.9998 54.6911 0.2147 54.8125 1 52.1202 
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Table (4.53) The seventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Henon map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0039 72.2477 0.9999 61.3295 0.2129 54.8492 1 52.0728 

32*64 0.78 0.0056 70.6439 0.9999 59.7257 0.2176 54.7540 1 51.9910 

64*64 1.56 0.0087 68.6912 0.9998 57.7730 0.2254 54.7801 1 52.0429 

64*128 3.125 0.0120 67.2440 0.9998 56.3258 0.2155 54.7973 1 52.0707 

128*128 6.25 0.0182 65.5415 0.9998 54.6234 0.2229 54.8223 1 52.1118 

128*256 12.5 0.0325 63.0131 0.9997 52.0950 0.2163 54.7797 1 52.0754 

256*256 25 0.0489 61.2486 0.9997 50.3304 0.2223 54.7795 1 52.0835 

256*512 50 0.0729 59.4875 0.9997 48.5693 0.2147 54.8125 1 52.1202 

 

 

Table (4.54) The eighth case: ch1 is Logistic map, ch2 and ch3 are 

Lorenz systems 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9975 0.9999 67.0793 0.2292 54.5293 1 51.7529 

32*64 0.78 0.0014 76.5293 0.9999 65.6111 0.2192 54.7216 1 51.9586 

64*64 1.56 0.0023 74.5088 0.9999 63.5906 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0031 73.2224 0.9999 62.3043 0.2166 54.7744 1 52.0478 

128*128 6.25 0.0047 71.4103 0.9999 60.4921 0.2207 54.6923 1 51.9818 

128*256 12.5 0.0084 68.9116 0.9998 57.9934 0.2172 54.7619 1 52.0576 

256*256 25 0.0126 67.1381 0.9998 56.2200 0.2200 54.7065 1 52.0105 

256*512 50 0.0720 66.7244 0.9998 54.8063 0.2155 54.7958 1 52.1035 
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Table (4.55) The ninth case: ch1 is Logistic map, ch2 and ch3 are 

Rösslers systems 

  Stego image  Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0039 72.2949 0.9999 61.3767 0.2207 54.6927 1 51.9163 

32*64 0.78 0.0056 70.6348 0.9999 59.7167 0.2178 54.7508 1 51.9877 

64*64 1.56 0.0089 68.6893 0.9998 57.7712 0.2248 54.6134 1 51.8762 

64*128 3.125 0.0121 67.3469 0.9998 56.4288 0.2162 54.7825 1 52.0560 

128*128 6.25 0.0183 65.5604 0.9998 54.6423 0.2217 54.6735 1 51.9630 

128*256 12.5 0.0327 63.0029 0.9997 52.0847 0.2163 54.7803 1 52.0760 

256*256 25 0.0485 61.2593 0.9997 50.3411 0.2206 54.6957 1 51.9998 

256*512 50 0.0730 59.4852 0.9997 48.5670 0.2151 54.8048 1 52.1126 

 

Table (4.56) The tenth case: ch1 and ch2 are Logistic maps, ch3 is 

Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0638 0.9999 67.1456 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0023 74.5121 0.9999 63.5939 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0047 71.4540 0.9999 60.5358 0.0872 58.7267 1 56.0161 

256*256 25 0.0125 67.1444 0.9998 56.2262 0.0865 58.7598 1 56.0639 

 

Table (4.57) The eleventh case: ch1 is Logistic map, ch2 is Tent map and 

ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0039 72.2560 0.9999 61.3379 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0089 68.7370 0.9998 57.8189 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0182 65.5146 0.9998 54.5965 0.0872 58.7267 1 56.0161 

256*256 25 0.0488 61.2620 0.9997 50.3438 0.0865 58.7598 1 56.0639 
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Table (4.58) The twelfth case: ch1 is Logistic map, ch2 is Henon map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.1216 0.9999 67.2034 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0023 74.5489 0.9999 63.6307 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0047 71.4598 0.9999 60.5417 0.0872 58.7267 1 56.0161 

256*256 25 0.0126 67.1338 0.9998 56.2156 0.0865 58.7598 1 56.0639 

 

Table (4.59) The thirteenth case: ch1 is Logistic map, ch2 is Lorenz 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%)  
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 77.9860 0.9999 67.0678 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0023 74.5085 0.9999 63.5904 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0047 71.4254 0.9999 60.5072 0.0872 58.7267 1 56.0161 

256*256 25 0.0125 67.1159 0.9998 56.1977 0.0865 58.7598 1 56.0639 

 

Table (4.60) The fourteenth case: ch1 is Logistic map, ch2 is Rössler 

system and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity  

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0039 72.1997 0.9999 61.2815 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0088 68.6847 0.9998 57.7666 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0182 65.5159 0.9998 54.5978 0.0872 58.7267 1 56.0161 

256*256 25 0.0486 61.2555 0.9997 50.3374 0.0865 58.7598 1 56.0639 
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Table (4.61) The fifteenth case: ch1 is Logistic map, ch2 is Cubic map 

and ch3 is Arnold cat map 

 Stego image Extracted secret image 

Dimension 

of the secret 

image 

Capacity 

(%) 
MSE PSNR 

(dB) 

Cor SNR 

(dB) 

MSE PSNR 

(dB) 

Cor SNR 

(dB) 

32*32 0.39 0.0010 78.0018 0.9999 67.0837 0.0846 58.8553 1 56.0788 

64*64 1.56 0.0023 74.5160 0.9999 63.5978 0.0851 58.8303 1 56.0932 

128*128 6.25 0.0047 71.4203 0.9999 60.5022 0.0872 58.7267 1 56.0161 

256*256 25 0.0125 67.1294 0.9998 56.2112 0.0865 58.7598 1 56.0639 

 

4.4.8 Discussion of Case Study4  

        In this case, for the extracted secret image (Airplane), the results are 

still the same as in case study3. For the stego image, maximum PSNR and 

SNR which are 78.1216dB and 67.2034dB respectively appear in Table 

(4.58), when ch1 is Logistic map, ch2 is Henon map and ch3 is Arnold cat 

map. On the other hand, minimum PSNR and SNR which are 72.1997dB 

and 61.2815dB respectively appear in Table (4.60), when ch1 is Logistic 

map, ch2 is Rössler system and ch3 is Arnold cat map for secret image of 

size (32*32). Also, the results slightly decrease for the stego image, as 

compared with case study2 in terms of PSNR and SNR. This means that the 

variation of secret image affects the performance of the stego image. Tables 

(4.62) and (4.63) show the summary of the results obtained in the four study 

cases considered for the stego images and for the extracted secret images 

respectively.  

       To measure the similarity between the cover image and the stego 

image, the histograms of both are compared. This test is taken for the two 

cover images that have been used in the proposed system which are Lena 

and Girl. Figures (4.3) and (4.4) show the histogram of the cover images 
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(Lena and Girl) and the corresponding histogram of the stego image 

respectively. There is no big difference that can be recognized by the human 

eyes between them inspite of the high embedding capacity of the proposed 

system. 

Table (4.62) The summary of the results obtained in the four study cases 

considered for the stego images (Lena and Girl) 

Case 

study 

No. 

Cover 

image 

Secret 

image 

Capacity 

(%) 

Max. 

PSNR(dB) 

Max. 

SNR(dB) 

Min. 

PSNR(dB) 

Min. 

SNR(dB) 

 

1 

 

Lena 

(512*512) 

 

Baboon 

(32*32) 

 

1.757 

77.0095 71.8721 70.9203 65.7829 
ch1: Logistic map 

ch2: Logistic map 

ch3: Arnold cat map 

ch1: Logistic map 

ch2: Tent map 

ch3: Henon map 

 

2 

 

Girl 

(512*512) 

 

Baboon 

(32*32) 

 

1.757 

78.1934 67.2753 72.2445 61.3263 
ch1: Logistic map 

ch2: Logistic map 

ch3: Arnold cat map 

 

ch1: Logistic map 

ch2: Rössler system 

ch3: Rössler system 

 

3 

 

Lena 

(512*512) 

 

Airplane 

(32*32) 

 

1.757 

76.8926dB 71.7551 70.8875 65.7501 
ch1: Logistic map 

ch2: Cubic map 

ch3: Arnold cat map 

ch1: Logistic map 

ch2: Tent map 

ch3: Henon map 

 

4 

 

Girl 

(512*512) 

 

Airplane 

(32*32) 

 

1.757 

78.1216 67.2034 72.1997 61.2815 
ch1: Logistic map 

ch2: Henon map 

ch3: Arnold cat map 

ch1: Logistic map 

ch2: Rössler system 

ch3: Arnold cat map 

Table (4.63) The summary of the results obtained in the four study cases 

considered for the extracted secret images (Baboon and Airplane) 

Case 

study 

No. 

Cover 

image 

Secret 

image 

Capacity 

(%) 

Max. 

PSNR(dB) 

Max. 

SNR(dB) 

Min. 

PSNR(dB) 

Min. 

SNR(dB) 

1,2 Lena, Girl 

(512*512) 
Baboon 

(32*32) 
1.757 59.4257 53.8784 55.1163 49.5690 

ch3: Arnold cat map ch3: Henon map 

3,4 Lena, Girl 

(512*512) 
Airplane 

(32*32) 
1.757 58.8553 56.0788 54.5293 51.7529 

ch3: Arnold cat map ch3: Lorenz system 
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4.5 Robustness of the Proposed System 

         To evaluate the performance of the proposed system, different types of 

attacks are performed to show the robustness of the stego image and the 

extracted secret image. These attacks are applied to the two cover images: 

Lena and Girl, when the secret image is Baboon of size (256*256) and 

whose performance without attacks are given in Tables (4.11) and (4.26), 

when ch1 and ch2 are Logistic maps and ch3 is Arnold cat map. Tables 

(4.64) and (4.65) give the results of these attacks for both stego images and 

the extracted secret image respectively. 

 

(a) (b) 

Figure (4.3): (a) Histogram of cover image (Lena), (b) Histogram of stego 

image (Lena) 

(a) (b) 

Figure (4.4): (a) Histogram of cover image (Girl), (b) Histogram of stego 

image (Girl) 
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Table (4.64) The results of attacks on the stego images (Lena and Girl) 

Attack type Stego image (Lena) Stego image (Girl) 

PSNR 

(dB) 

Cor SNR 

(dB) 

PSNR 

(dB) 

Cor SNR 

(dB) 
Salt and pepper noise 

Strength (0.1) 
35.2238 0.9972 30.1313 34.3944 0.9937 23.4762 

Poisson noise  30.8536 0.9923 25.7162 36.2064 0.9958 25.2883 
Speckle noise 

Strength (0.01) 

 

28.9870 0.9882 23.8496 35.4319 0.9950 24.5138 

Median filter (3x3) 33.7804 0.9961 28.6429 42.3437 0.9990 31.4255 
Low pass filter (3x3) 30.9935 0.9926 25.8561 38.0473 0.9973 27.1291 
Blurring (Radius 10) 23.3137 0.9561 18.1762 26.3631 0.9598 15.4449 

Sharpening (3x3)  22.4392 0.9558 17.3018 31.3428 0.9886 20.4246 
Wiener filter (3x3) 35.3992 0.9973 30.2618 36.3780 0.9960 25.4650 

Gaussian low pass filter 

(3x3)   
33.8880 0.9962 28.7505 42.6419 0.9991 31.7237 

Table (4.65) The results of attacks on the extracted secret image 

(Baboon) 

Attack type Stego image (Lena) Stego image (Girl) 

PSNR 

(dB) 

Cor SNR 

(dB) 

PSNR 

(dB) 

Cor SNR 

(dB) 
     Salt and pepper noise 

Strength (0.1) 
13.4228 0.7047 8.0273 13.3844 0.6941 7.9888 

Poisson noise 13.3927 0.7030 7.9971 13.4005 0.7017 8.0050 
            Speckle noise 

Strength (0.01) 
13.4341 0.7054 8.0385 13.4140 0.7024 8.0185 

Median filter (3x3) 13.3813 0.6953 7.9857 13.3747 0.6944 7.9791 
Low pass filter (3x3) 13.4210 0.7083 8.0254 13.4114 0.7079 8.0158 
Blurring (Radius 10) 13.2410 0.6709 7.8454 13.2206 0.6693 7.8251 

Sharpening (3x3) 13.4302 0.7093 8.0346 13.4261 0.7058 8.0305 
Wiener filter (3x3) 13.4294 0.7079 8.0338 13.4152 0.7063 8.0196 

Gaussian low pass filter 

(3x3) 
13.3541 0.6948 7.9585 13.3577 0.6947 7.9621 

    

         Figures (4.5) and (4.6) respectively show the stego images (Lena and 

Girl) and the extracted secret image (Baboon) after each attack.      
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Figure (4.5): Attacks on the stego image (Lena) (a) Salt and pepper 

noise, (b) Poisson noise, (c) Speckle noise, (d) Median filter, (e) Low pass 

filter, (f) Blurring, (g) Sharpening, (h) Wiener filter, (i) Gaussian low 

pass filter, (j) The extracted secret image (Baboon) after all attacks 

(b) 

(d) (f) 

(g) (h) (i) 

(a) (c) 

(e) 

(j) 
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Figure (4.6): Attacks on the stego image (Girl) (a) Salt and pepper noise, 

(b) Poisson noise, (c) Speckle noise, (d) Median filter, (e) Low pass filter, 

(f) Blurring, (g) Sharpening, (h) Wiener filter, (i) Gaussian low pass 

filter, (j) The extracted secret image (Baboon) after all attacks 

(a) (b) (c) 

(d) (e) (f) 

(g) (h) (i) 

(j) 
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4.6 Comparison of the Proposed Method With Other Methods  

4.6.1 Without Attack 

         In order to compare the performance of the proposed system with other 

existing systems, the proposed method is compared with the methods in 

references [10,11,12,14,15]. In this comparison, the fourth case in Table 

(4.11) is taken, when the secret image is Baboon of size (256*256) and the 

cover image is Lena and when ch1 and ch2 are Logistic maps and ch3 is 

Arnold cat map. The comparison is shown in Table (4.66). 

Table (4.66) The comparison between the stego image (Lena) in the 

proposed method and other methods 

 Ref.[10] Ref. [11] Ref. [12] Ref. [14] Ref .[15] Proposed 

method 

PSNR(dB) 47.3158 30.8231 42.7789 58.94 49.5629 66.1832 

   

        It can be observed from Table (4.66) that, the proposed method gives 

better results than other existing methods. The gain obtained in PSNR by the 

proposed method, as compared with ref. [14] which has the maximum 

PSNR, is 7.2432dB. Furthermore, the extracted secret image of the proposed 

system which is of size (256*256) in Table (4.11) is compared with the 

extracted secret image of the references [12] and [15]. The comparison is 

shown in Table (4.67). 

Table (4.67) The comparison between the extracted secret image 

(Baboon) in the proposed method and other methods 

 Ref. [12] Ref. [15] Proposed method 

PSNR(dB) 26.3730 12.0818 59.4224 
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       As shown from Table (4.67), the extracted secret image using the 

proposed system provides better results than other existing methods. The 

gains obtained in PSNR by the proposed method, as compared with ref. [12] 

which has the maximum PSNR is 33.0494dB. 

4.6.2 With Attack 

        Tables (4.66) and (4.67) respectively, compare the stego image and the 

extracted secret image of the proposed method with other existing methods 

without any attack. Table (4.68) compares the stego image (Lena) of the 

proposed method with the methods in references [56] and[57] with attacks. 

Table (4.69) compares the extracted secret image (Baboon) of the proposed 

method with the method in reference [35] with attacks.  

Table (4.68) The comparison between the stego image (Lena) in 

the proposed method and other methods with attacks 

Attack type Ref. [56] Ref. [57] Proposed method 

PSNR 

(dB) 

Cor PSNR 

(dB) 

Cor PSNR 

(dB) 

Cor 

Salt and pepper noise 

Strength (0.1) 
18.39 0.9941 22.1052 0.9284 35.2238 0.9972 

Median filter (3*3) - - 31.0038 0.9543 33.7804 0.9961 
Low pass filter (3*3) 29.58 0.9854 28.1968 0.9338 30.9935 0.9926 
Wiener  filter (3*3) - - 34.2973 0.9716 35.3992 0.9973 

 

        As shown from Table (4.68), the proposed system is robust against 

filtering attacks and salt and pepper noise attack, as compared with other 

existing methods. The gains obtained in PSNR and correlation by the 

proposed method, as compared with ref. [57], for salt and pepper noise 

attack are 13.1186dB and 0.0688 respectively. For median filter attack, the 

gains obtained and compared with the same reference are 2.7766dB and 
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0.0418 respectively. For wiener filter attack, the gains obtained and 

compared with the same reference are 1.1019dB and 0.0257 respectively. 

Finally, for low pass filter attack, the gains obtained and compared with ref. 

[56] are 1.4135dB and 0.0072 respectively.  

Table (4.69) The comparison between the extracted secret image 

(Baboon) in the proposed method and other methods with attacks 

Attack type Ref. [35] Proposed method 

PSNR(dB) PSNR(dB) 

Salt and pepper noise 

Strength (0.1) 
11.325 13.4228 

Speckle noise 

Strength (0.01) 
11.517 13.4341 

 

        It can be observed from Table (4.69) that, the extracted secret image in 

the proposed system is robust against noise attacks, as compared with the 

existing method. The gain obtained in PSNR by the proposed method, as 

compared with ref. [35] for salt and pepper noise attack is 2.0978dB and for 

speckle noise attack, the gain obtained and compared with the same 

reference is 1.9171dB. 

4.7 Comparison of Secret Image With and Without Encryption 

Under Gaussian Noise Attack 

        In order to show the importance of encrypting the secret image before 

embedding it into the cover image, the difference will be seen between the 

extracted secret image at the recipient side with and without encryption 

under Gaussian noise attack. The effect of Gaussian attack is controlled by 

SNR in dB. The range of SNR of the noise is from 0 dB to 30 dB. This 

attack is applied to Table (4.11), when ch1 and ch2 are Logistic maps and 
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ch3 is Arnold cat map . Tables from (4.70) through (4.73) show the cases of 

this attack. The secret image is Baboon of size (32*32) to (256*256) and the 

cover image is Lena of size (512*512). Figures from (4.7) to (4.10) show 

these results as curves to evaluate them more clearly.  

Table (4.70) Extracted secret image (Baboon) of size (32*32) under 

Gaussian noise attack with and without encryption 

SNR of 

Gaussian 

noise(dB) 

Extracted secret image (32*32) 

With encryption 

Extracted secret image (32*32) 

Without encryption 

PSNR(dB) Cor SNR(dB) PSNR(dB) Cor SNR(dB) 

0 26.4724 0.9679 20.9251 23.0289 0.9336 17.4817 

5 27.6948 0.9756 22.1475 26.2511 0.9665 20.7038 

10 29.8136 0.9848 24.2663 27.8445 0.9764 22.2972 

15 33.3271 0.9931 27.7798 31.2523 0.9890 25.7050 

20 37.8887 0.9976 32.3414 34.0431 0.9942 28.4958 

25 39.7671 0.9984 34.2198 37.0375 0.9970 31.4902 

30 43.7627 0.9994 38.2155 40.7742 0.9987 35.2269 

 

Table (4.71) Extracted secret image (Baboon) of size (64*64) under 

Gaussian noise attack with and without encryption 

SNR of 

Gaussian 

noise(dB) 

Extracted secret image (64*64) 

With encryption 

Extracted secret image (64*64) 

Without encryption 

PSNR(dB) Cor SNR(dB) PSNR(dB) Cor SNR(dB) 

0 30.0512 0.9867 24.5575 27.6911 0.9755 22.1438 

5 31.2893 0.9899 25.7956 28.2876 0.9786 22.7403 

10 33.6882 0.9942 28.1945 31.1102 0.9886 25.5629 

15 35.1116 0.9958 29.6180 32.3406 0.9915 26.7934 

20 36.8307 0.9972 31.3370 34.7924 0.9951 29.2451 

25 38.3128 0.9980 32.8191 35.7071 0.9960 30.1598 

30 41.0981 0.9989 35.6044 38.3759 0.9978 32.8287 
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Table (4.72) Extracted secret image (Baboon) of size (128*128) under 

Gaussian noise attack with and without encryption 

SNR of 

Gaussian 

noise(dB) 

Extracted secret image (128*128) 

With encryption 

Extracted secret image (128*128) 

Without encryption 

PSNR(dB) Cor SNR(dB) PSNR(dB) Cor SNR(dB) 

0 30.9504 0.9899 25.5020 28.8083 0.9809 23.2610 

5 31.3195 0.9907 25.8711 29.5793 0.9841 24.0320 

10 34.4534 0.9954 29.0050 30.8379 0.9877 25.2906 

15 36.4132 0.9971 30.9648 34.5326 0.9948 28.9853 

20 37.2095 0.9976 31.7611 35.4000 0.9957 29.8528 

25 39.3394 0.9985 33.8910 37.8070 0.9975 32.2597 

30 42.5809 0.9993 37.1325 41.0782 0.9988 35.5309 

 

 

Table (4.73) Extracted secret image (Baboon) of size (256*256) under 

Gaussian noise attack with and without encryption 

SNR of 

Gaussian 

noise(dB) 

Extracted secret image (256*256) 

With encryption 

Extracted secret image (256*256) 

Without encryption 

PSNR(dB) Cor SNR(dB) PSNR(dB) Cor SNR(dB) 

0 31.8166 0.9924 26.4211 28.3358 0.9788 22.7886 

5 32.0200 0.9927 26.6245 31.3532 0.9892 25.8059 

10 35.1326 0.9964 29.8746 32.6470 0.9920 27.0997 

15 37.2609 0.9978 31.8654 33.9875 0.9941 28.4402 

20 38.0331 0.9982 32.6375 34.5703 0.9948 29.0230 

25 40.3021 0.9989 34.9065 36.1661 0.9964 30.6188 

30 43.9026 0.9995 38.5070 41.5855 0.9990 36. 0382 
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(a) (b) 

(a) 
(b) 

(c) 

(a) (b) 

(c) 

Figure (4.7): Comparison of (a) PSNR versus SNR, (b) Cor versus SNR, (c) SNR 

versus SNR for extracted secret image (Baboon) of size (32*32) with and without 

encryption 

Figure (4.8): Comparison of (a) PSNR versus SNR, (b) Cor versus SNR, (c) SNR 

versus SNR for extracted secret image (Baboon) of size (64*64) with and without 

encryption 
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(a) (b) 

(c) 

Figure (4.9): Comparison of (a) PSNR versus SNR, (b) Cor versus SNR, (c) SNR 

versus SNR for extracted secret image (Baboon) of size (128*128) with and without 

encryption 

(a) (b) 

(c) 

Figure (4.10): Comparison of (a) PSNR versus SNR, (b) Cor versus SNR, (c) SNR 

versus SNR for extracted secret image (Baboon) of size (256*256) with and without 

encryption 
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        As shown from these curves, the results with encryption are better than 

the results without encryption. When SNR of the Gaussian noise increases, 

the effect of the noise decreases and the results with and without encryption 

are improved in terms of PSNR, SNR and correlation of the extracted secret 

image. For the secret image of size (32*32) in Table (4.70), at SNR of the 

Gaussian noise equals 0dB, the gains obtained are 3.4435dB, 0.0343 and 

3.4434dB in PSNR, correlation and SNR respectively. These gains then 

become 2.9885dB, 0.0007 and 2.9886dB in PSNR, correlation and SNR 

respectively at SNR equals 30dB. Thus, the two curves in Figures (4.7a), 

(4.7b) and (4.7c) become closer to each other at the end point especially for 

the correlation.   

        For the secret image of size (64*64) in Table (4.71), at SNR of the 

Gaussian noise equals 0dB, the gains obtained are 2.3601dB, 0.0112 and 

2.4137dB in PSNR, correlation and SNR respectively. These gains then 

become 2.7222dB, 0.0011 and 2.7757dB in PSNR, correlation and SNR 

respectively at SNR equals 30dB. Thus, the difference between the two 

curves in Figures (4.8a) and (4.8c) slightly increases at the end point, but for 

the correlation in Figure (4.8b), the difference between the two curves quite 

decreases at the end point and they become closer to each other. 

        For the secret image of size (128*128) in Table (4.72), at SNR of the 

Gaussian noise equals 0dB, the gains obtained are 2.1421dB, 0.009 and 

2.241dB in PSNR, correlation and SNR respectively. These gains then 

become 1.5027dB, 0.0005 and 1.6016dB in PSNR, correlation and SNR 

respectively at SNR equals 30dB. Thus, the two curves in Figures (4.9a), 

(4.9b) and (4.9c) become closer to each other at the end point especially for 

the correlation.   
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        For the secret image of size (256*256) in Table (4.73), at SNR of the 

Gaussian noise equals 0dB, the gains obtained are 3.4808dB, 0.0136 and 

3.6325dB in PSNR, correlation and SNR respectively. These gains then 

become 2.3171dB, 0.0005 and 2.4688dB in PSNR, correlation and SNR 

respectively at SNR equals 30dB. Thus, the two curves in Figures (4.10a), 

(4.10b) and (4.10c) become closer to each other at the end point especially 

for the correlation. The improvement in PSNR, correlation and SNR when 

using encryption, as compared with no encryption case under Gaussian noise 

attack is very clear. 

4.8 Comparison With PN sequence Encryption Under 

Gaussian Noise Attack 

       Table (4.74) shows the extracted secret image (256*256) performance 

when the encryption uses chaotic map (Arnold cat map) and PN sequence. 

Figure (4.11) shows these results as curves to evaluate them more clearly. 

Table (4.74) Encryption using chaos and encryption using PN sequence 

for extracted secret image (Baboon) of size (256*256) under Gaussian 

noise attack 

SNR of 

Gaussian 

noise(dB) 

Extracted secret image (256*256) 

Encryption using Chaos 

Extracted secret image (256*256) 

Encryption using PN sequence 

PSNR(dB) Cor SNR(dB) PSNR(dB) Cor SNR(dB) 

0 31.8166 0.9924 26.4211 23.8496 0.9526 18.4012 

5 32.0200 0.9927 26.6245 25.4705 0.9663 20.0221 

10 35.1326 0.9964 29.8746 26.1385 0.9707 20.6901 

15 37.2609 0.9978 31.8654 28.1297 0.9811 22.6813 

20 38.0331 0.9982 32.6375 29.9532 0.9874 24.5048 

25 40.3021 0.9989 34.9065 31.5125 0.9911 26.0641 

30 43.9026 0.9995 38.5070 34.8767 0.9959 29.4283 
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Figure (4.11): Comparison of (a) PSNR versus SNR, (b) Cor versus 

SNR, (c) SNR versus SNR for extracted secret image (Baboon) of size 

(256*256) when encryption uses chaos and PN sequence 

        As shown from these curves, encryption using chaos signals gives 

better results in comparison with encryption using PN sequence. For secret 

image of size (256*256) in Table (4.74), at SNR of the Gaussian noise 

equals 0dB, the gains obtained are 7.967dB, 0.0398 and 8.0199dB in PSNR, 

correlation and SNR respectively. These gains then become 9.0259dB, 

0.0036 and 9.0787dB in PSNR, correlation and SNR respectively at SNR 

equals 30dB. Thus, the difference between the two curves in Figures (4.11a) 

and (4.11c) increases at the end point, but for the correlation in Figure 

(4.11b), the difference between the two curves quite decreases at the end 

point and they become closer to each other. The improvement in PSNR, 

correlation and SNR when encrypting the secret image using chaos signal, as 

(c) 

(b) (a) 
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compared with encrypting the secret image using PN sequence under 

Gaussian noise attack is very clear. 
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Conclusions and Suggestions for 

Future Works 

 

5.1 Conclusions 

          Some important conclusions for the proposed steganographic system 

can be summarized, as follows: 

1. Applying wavelet transform on both secret and cover images, increases 

the transparency of the proposed system. 

2. Encrypting the secret image using chaotic systems, increases the security 

and robustness of the steganographic system. 

3. Without knowing the three keys: chaotic system1, chaotic system2 and 

chaotic system3, it is difficult to the attacker to break the proposed  

system. Even if he knows that there is a hidden message, and he can 

extract it, he will get the encrypted image not the original secret image. 

4. Applying 2-level DWT to the cover image instead of 1-level DWT, 

improves the extraction of the secret image. 

5. In the four study cases considered for the stego image in the proposed 

system, chaotic systems that give the best performance than other chaotic 

systems are: Logistic map, Cubic map and Henon map for the embedding 

process and Arnold cat map for the encryption process, while chaotic 

systems that give less performance than other chaotic systems are: Tent 

map and Rössler system for the embedding process and Henon map, 
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Rössler system and Arnold cat map for the encryption process in terms of 

PSNR and SNR for secret image of size (32*32). 

6. In the four study cases considered for the extracted secret image in the 

proposed system, chaotic system that gives better performance than other 

chaotic systems is Arnold cat map, while chaotic systems that give less 

performance than other chaotic systems are: Henon map and Lorenz 

system for the encryption process in terms of PSNR and SNR for secret 

image of size (32*32). 

7. The proposed system has good performance in terms of PSNR for both 

stego image and extracted secret image, as compared with other existing 

methods.  

8.  The proposed system has good performance in terms of PSNR and 

correlation under noise and filtering attacks for both stego image and 

extracted secret image, as compared with other existing methods. 

9.  Simulation results show that, encryption using chaotic systems, provides 

more security and robustness than a traditional PN sequence under 

Gaussian noise attack. 

5.2 Suggestions for Future Works 

1. Improving the robustness of the proposed steganographic system against 

geometrical attack such as rotation and compression attack such as JPEG 

compression. 

2. For security reasons, DWT can be combined with another transform such 

as DCT or Singular Value Decomposition (SVD) to add more robustness 

to the proposed system. 

3. The proposed system can be implemented using hardware such as DSP or 

FPGA.  
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 الخالصة

 

 ( (DWTتحويل المويجة المتقطعيستند الى فكرة  فعالتم اقتراح نظام اخفاء في هذا العمل،        

لتضمين   (DWT)تقنية تحويل المويجة المتقطعالنظام المقترح يستخدم  .الفوضويةواالنظمة 

العالية،  االمنيةلتحقيق  .لزيادة الشفافية والمتانة الملونة داخل الصورة الغطاء الملونة الصورة السرية

هو خلط او تشفير الصورة االول الغرض  :لغرضين فوضويةالنظام المقترح يستخدم ثالثة انظمة 

 الغرض االول. الفوضويالنظام  باستخدامالسرية قبل اخفاءها داخل الصورة الغطاء، هذه العملية تتم 

 باستخدامالثاني هو اختيار مواقع التضمين داخل الصورة الغطاء بصورة عشوائية، هذه العملية تتم 

 االخريين. الفوضويينالنظامين 

تشابه، ، عامل ال (PSNR)نسبة االشارة الى الضوضاء العظمىتتضمن  يالت المحاكاةنتائج        

 جيد ʺم المقترح يمتلك اداءبأن النظا اثبتت( وسعة التضمين SNRنسبة االشارة الى الضوضاء )

انواع مختلفة من الهجمات مثل هجمات  تأثيرهجوم وتحت  اي االنظمة االخرى بدونمع  مقارنة

 .صفيةالضوضاء والت

الثالثة المستخدمة لعمليتي التشفير  الفوضوية لألنظمةمختلفة استخدمت  ةعشر تركيبخمسة        

تتضمن توفر افضل اداء التي  الفوضويةبأن تركيبة االنظمة نتائج االختبار اظهرت  .والتضمين

لعملية التشفير بالنسبة للصورة  Arnold cat mapلعملية التضمين و  Logistic mapsاستخدام 

وسعة التضمين التي تم الحصول عليها في هذه الحالة  SNR، عامل التشابه، PSNR ال .المضمنة

الصورة  تكون عندماعلى التوالي  %0.39و  78.1934dB ،0.9999 ،67.2753dBتصل الى 

 .( (512*512حجم ذات Girl( والصورة الغطاء هي  (32*32حجم ذات  Baboonالسرية هي 

النظام الفوضوي التي توفر افضل اداء تتضمن استخدام مجوعة  بالنسبة للصورة السرية المستخرجة،

Arnold cat map   ال التشفير.لعملية PSNR،  عامل التشابه وSNR  التي تم الحصول

 على التوالي عندما  53.8784dB و 59.4257dB، 1عليها في هذه الحالة تصل الى 

  .( (32*32حجم ذاتBaboon الصورة السرية هي تكون 

بالنسبة للصورة   7.2432dBيحقق ربح يصل الىمقارنة مع االنظمة االخرى، النظام المقترح        

الصورة  تكون عندما PSNRبالنسبة للصورة السرية المستخرجة في  33.0494dBالمضمنة و 



 الخالصة

 

  (512*512)حجم ذات Lenaوالصورة الغطاء هي  (256*256)حجم  ذات Baboonالسرية هي 

 .بدون اي هجوم
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